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Abstract

Cacheconsistency at webintermediariesis required for scal-
ablewebcontentdelivery. In this paper we describetheWeb
ContentDistribution protocol (WCDP), which is an invali-
dationandupdate protocol to provide cacheconsistency for
a large numberof frequently changing webobjects.WCDP
supports different levelsof consistency: strong,delta,weak,
andexplicit. It supports atomicinvalidatesandmutual con-
sistency among objects andhandlesmultiple deploymentar-
chitectures. WCDPachievesscalabilityby grouping objects
andmessagestogether andby usinga hierarchical organiza-
tion for messagedelivery. WCDPoperatesbetweentheorigin
server, mirror sites,andtheparticipatingwebintermediaries.
It is not,however, targetedfor inter-CDN operations.

1 Introduction

With cachesbeingwidely deployed for scalabilityandper-
formanceimprovements, the issueof cacheconsistency and
a protocol to support it remains ad hoc at best. In the cur-
rentmode,consistency managementis controlled by the in-
termediary relyingonaclientdrivenmechanismcalledclient
polling. An intermediarybasedon it’s optimization criteria
canpoll the server usingthe HTTP if-modified-since(IMS)
request to checkif anobjectis fresh.Thison-demandpolling
by theintermediaryreducesthebenefitof caching by adding
to the latency observed by the usersand reduces the scal-
ability of servers due to the extra messageoverheadespe-
cially whenthe objectsareupdatedinfrequently. The con-
tentprovidercanprovide hintsbasedonHTTPcachecontrol
headers with expiration timesor a max-age directive. How-
ever, thesearecoarsemechanismsanddonotcontrolthelevel
anddegrees of consistency that may be required by content
providersfor dynamiccontent.Most expirationtimesarenot
known a priori andcontentproviders resortto settingvery
smallvaluesto control consistency or simplymarktheobject
asuncacheable.

The aim of the WCDP invalidation protocol is to enable
server-drivenconsistency wherethecontentprovidercandy-
namicallycontrol thepropagation andvisibility of anobject
update. In server-drivenconsistency, theorigin server invali-

datesorupdatesthedatawhenit changeswithouttheinterme-
diary resortingto frequentpolling. WCDPsupportsmultiple
levelsof consistency: (1) strongconsistency for mirror sites,
(2) deltaconsistency for participatingintermediaries,and(3)
explicit consistency as a default. It supports atomic invali-
datesfor maintaining mutualconsistency amongobjects.The
intermediariescanexplicitly subscribeto receiveinvalidation
(or update)notifications or canrely on an implicit subscrip-
tion set up by an administrator for mirror sitesor partner-
ing intermediaries. WCDPenhancesscalabilityby grouping
objectstogether as an addressableunit and also by group-
ing messagestogether. It supportsdistribution hierarchiesfor
scalablemessagedelivery. WCDPassumesa reliableunder-
lying transport mechanismfor in-order messagedelivery in
it’s normal operation.Failurescenariosarediscussedin Sec-
tion 3.7. Although not partof theprotocol, WCDP supports
authorizationandauthentication for different levels of secu-
rity support. TheWCDPprotocol is basedonimplementation
experienceswith theContent Distribution Framework of the
IBM WebsphereEdgeServerVersion2.0.Thefollowing sec-
tionsdescribe thedesignfeaturesof WCDPandtheprotocol
highlights. More detailscanbe found in the IETF submis-
sion[2].

2 Design Issues

2.1 Scalability

For the invalidation protocol to bescalableit should beable
to scalewith respectto thenumber of objectsfor whichcon-
sistency hasto be maintained, the number of messagessent
andreceived,andthenumberof clientstowhichinvalidations
aresent.Scalabilityis achieved in WCDPby aggregatingob-
jects into object-groups andaggregating multiple messages
into a singlemessage-group. Theprotocol caninvalidate an
individual object or a set of objectsaddressedas a unit in
anobject-group. Clientscanbeorganizedinto a distribution
hierarchy wherethe WCDP server only communicateswith
the WCDP clientsat the top level of the hierarchy, thereby,
limiting the number of clientsit communicateswith. In the
terminology usedin the restof the paperthe WCDP server
refersto the origin server and the WCDP client refersto a



cachingintermediary.

2.2 Consistency levels

WCDP supports multiple consistency levels to control how
and when the object changes are notified to the WCDP
clients.In thesimplestcasea WCDPclient relieson explicit
consistency basedon the HTTP cache-control headersand
Expirestag. In anothercase,WCDPsupportsbest-effort in-
validations providing weakconsistency. Weak andexplicit
consistency aresupported by default. More stringentforms
of consistency suchasdeltaandstrongconsistency haveto be
explicitly requested.Themultiple consistency levelsthatare
supportedby WCDPinclude: i) strong consistency: wherea
readat theWCDPclient reflectsthelastcommittedupdateat
theorigin server [4], ii) delta consistency: wherethereadat
theWCDP client cachecanbeup to ”delta” time unitsstale
with respectto thelastcommitted updateat theorigin server,
iii) weak consistency: wherethereadattheWCDPclientdoes
not necessarilyreflectthe lastupdateat theorigin server but
somecorrectprevious value,iv) explicit consistency: where
an expiration time of an object is providedor a time-to-live
(TTL) value is provided by the origin server given somea
priori knowledge. v) mutual consistency: wherea group of
objectsaremutually consistentwith respectto eachother. In
this casesomeobjectsin the group cannot be more current
thantheothers.

Strongconsistency is usefulfor mirror sitesthatneedto re-
flectthecurrent stateattheorigin. It is alsorequiredif WCDP
is usedto update multiple origin serversthatarepartof a big
cluster. Certaintypeof applicationscantoleratestaledataas
long asit is within someknown time bound. For suchappli-
cationsdeltaconsistency is recommended[1]. Deltaconsis-
tency assumesthat thereis a boundedcommunicationdelay
betweentheWCDPserver andclient. Mutual consistency is
usefulwhena certainsetof objectsat a WCDP client (e.g.,
thefragmentswithin asportsscorepage,or within afinancial
page)needto beconsistentwith eachother. In this casethey
areatomicallyinvalidatedsuchthat they all eitherreflectthe
new stateor remainin theearlierstalestate.

2.3 Invalidates and Updates

If data is changing infrequently then, for small datasizes,
sendingthe updated object insteadof an invalidatemessage
improvesperformance.Sending aninvalidatemessagecauses
an intermediary to mark the objectas invalid; a subsequent
request requires theintermediary to fetchtheobjectfrom the
server (or from a designatedsite). Thus,eachrequestaftera
cacheinvalidateincursanadditional delaydueto this remote
fetch. An invalidationadds to 2 control messagesanda data
transfer(an invalidation message,a readrequeston a miss,
and a new datatransfer)along with the extra latency. No
suchdelayis incurredif theserversendsout thenew version

of theobjectupon modification. A drawback,however, is that
sendingupdatesincursa larger network overhead(especially
for large objects).Delta encoding techniqueshave beende-
signedto reducethesizeof thedatato updateby sendingonly
the changesto the object. (Delta encoding is not relatedto
deltaconsistency) [10]. Updates,however, requirebetterse-
curity guaranteesandmake strongconsistency management
morecomplex. Nevertheless,updates areuseful for mirror
siteswheredataneeds to be”pushed”to thereplicaswhenit
changes. Updatesarealsousefulfor preloadingcacheswith
content thatis expectedto becomepopular in thenearfuture.

WCDP supports invalidationby default but alsoextends
it to support updatesvia a refresh directive without resorting
to sending dataas part of the protocol. In WCDP updates
areusedto ”push” content from the origin server to mirror
sites and is handled by combining an invalidation with an
immediate-refresh directive that causesthe WCDP client to
senda read(or IMS) requestto theorigin server to geta new
copy of theobject.It is theresponsibility of theclient to load
the new version of the object from the origin server. If all
clientshappento loadimmediately, it maycausea loadsurge
at the origin server. Theorigin server canfurther extendan
invalidatewith a delayed-refresh directive anda TTL value
thatdefinestheduration theclient mustwait beforesending
a readrequest.A WCDP client sendsa readrequest to the
origin serveronly aftertheTTL time interval. This limits the
burstof requestsat theorigin server.

3 Protocol Details

3.1 Object Invalidation Identity

In WCDP, an object is identified for invalidation by its i)
obj invalidation id, andoptionally, ii) a URL.

Theobj invalidation id is a uniqueopaque string
assignedby the origin server for the purposeof explicit in-
validation of objectsby name. It is useful to not attach
any semanticmeaningto theobj invalidation id, but
ratherto view it asan opaqueunique invalidation identifier
associatedwith an object. When the WCDP client cache
makesanHTTP GET requestto theorigin server, it receives
anobj invalidation id, corresponding to theURI re-
quested,embeddedin theHTTPresponseasaprivateheader.
The WCDP client then maintains the mapping betweenan
obj invalidation id andaninternal obj cache id,
and the external URL. This mapping is essential,whenwe
considerthat an HTTP Server mapsexternalURLs to local
filenames,but thereis no way to computea reversemapping
from filenamesto URLs. WCDPsolvestheproblemby pig-
gybacking this information in the response from the origin
server, allowing for incremental construction of the reverse
mappingsat therequestingWCDPclient.

Theinternalobj cache id is theidentifierby whichthe
WCDPclientcachematchesanincoming requestwith thelo-



cal cachedobject. For staticcontent, it is typically thesame
as the external URL. For dynamic content with fragments,
the external URL along with other HTTP headertagsand
cookie valuesarecombined to createtheobj cache id for
eachfragment. For agivenobj invalidation id, there
couldbemultipleobj cache id’s. For example,if anob-
ject hasmultiple variants (for different languages,useragent
types,etc.) it may usethe sameobj invalidation id
but will have different obj cache ids for each vari-
ant. The form, specification and interpretation of the
obj cache id is not within thescopeof theWCDPproto-
col andis determinedby eachindividual WCDPclient cache
implementation.

3.2 Object Grouping

In WCDP objectscanbegroupedinto object groups or vol-
umesandaddressedasa unit. Objectgroupsenhancescala-
bility by limiting the sizeandnumber of messages,andthe
stateat theWCDPserver. For example, all objectsin a sub-
directory canbelongto thesameobjectgroup. EachWCDP
client is informedof theobject group a requestedobjectbe-
longs to by the origin server. The origin server sendsthe
object group invalidation id(s) along with the
object invalidation id in the HTTP responseas a
private header. Objectscanbelongto multipleobjectgroups.
Invalidationmessagescanbe issuedfor all theobjectsin an
objectgroupby just naming thegroup itself.

A relatedconcept is that of atomic invalidations to sup-
portmutualconsistency. Objectscanberelatedto eachother
dueto references(hyperlinks) betweenthemor dueto inclu-
sion (multiple dynamically computed objects areassembled
to form a personalizedpage). In anatomicinvalidate/update,
theobjectsareinvalidated/updatedusinglock semantics.The
objectsarenot accessibleto theuseragents(locked) until all
theobjectsin thesetareinvalidated/updated.

3.3 Content Groups and Subscription

Subscription to notifications by the WCDP clientsenhances
thescalabilityof thesystemby reducing thenumber of mes-
sagestransmitted.Subscriptionsareat thegranularity of con-
tent groups. A content group is alargeaggregationof objects.
Objectscanbelongto multiple ”contentgroups”. Eachcon-
tentgrouprepresentsobjectsthatarerelatedby userinterest.
For instance,contentgroupscanbetopic-based,e.g.,sports,
news,sports/baseball, etc.Objectscanbeclassifiedinto con-
tentgroupsby thecontent creatorat theorigin server. Similar
to theobject group, a content group becomesmetadatawith
which the objectis associated,againreturned aspart of the
HTTP responseprivateheader. The WCDP client sendsan
explicit register messageto theWCDPserver indicating
thecontentgroupsthat it is interestedin. Oncethatmessage
is acknowledged,theorigin server will sendinvalidationsto

objectsbelonging to thosecontent groups.

3.4 Consistency support

WCDP by default supports explicit and weak consistency.
With strongconsistency andinvalidations,theWCDPserver
waits(or timesout)until it receivestheinvalidation responses
from all theparticipatingWCDPclientsthatweresentthein-
validation requests.After the responsesarereceivedtheob-
jectcanbemade”li ve” at theorigin server. Whenstrongcon-
sistency is desiredwith updates(that is, invalidateswith the
immediate-refreshdirective), theupdatesarepropagatedin a
two-phasemanner. During thefirst phase,theWCDPserver
sendsthe invalidation notification with an immediate-
refresh directive to all subscribingWCDP clients. Upon
its receipt,eachWCDPclient pulls thecontent from theori-
gin server andstoresit a temporary location, andthensends
an invalidation response to the WCDP server. When all
WCDP clients have responded, the secondphasecommit
messageis sentby theWCDPserverto all theWCDPclients,
which causesthemto make the new content ”li ve”; the ori-
gin server alsomakesthecontent ”li ve”. TheWCDPclients
respond with a commit response.While the WCDP client
cachesarewaiting for a commit request,any useragentre-
questfor theobjectis forwardedto theorigin server andnot
cached. Notethatthestrongconsistency requirementfor up-
datesdoesnot imply thatall WCDPclient cachesaretightly
synchronized. All it implies is that theWCDP client would
eitherhavethenew objector havetheolderonemarkedasin-
valid. Failurescenariosarediscussedin section3.7. Theun-
derlying assumption madeis thatthemessagesaresentovera
reliabletransport suchthat theWCDPclient andservers can
determine if thereis a failureof client,serveror thenetwork.

WCDP providesdeltaconsistency if themessagelatency
is boundedandis lessthandelta. TheWCDPserver sendsa
heartbeatmessageswith aperiodsmallerthandelta.Thedelta
valuecanbedefinedpercontent group or explicitly perobject
or objectgroup. However, different valuesof deltaat fine-
granularity addsa lot of overhead.It is recommendedto have
a commondeltafor a contentgroup. In casea WCDPclient
doesnot receive a heartbeat for more thandelta time units
sincethelastheartbeator request,it marksthecorresponding
content group astemporarily invalid till it resolveswith the
WCDPserveragain. Theresultof thisactionis to revertto an
explicit consistency mode for all objects at theWCDPclient
thatbelongto thecontentgroup.

3.5 Message Types and Formats

Messagesin WCDPareeitherrequestor responsemessages
whicharesentandreceivedby theWCDPclientsandservers.
Messagecan be grouped together into a messagegroup to
batchmultiple messagestogether.



Thereare9 typesof messagesin WCDP:i) Invalidationre-
quest,ii) Invalidationresponse,iii) Registerrequest,iv) Reg-
isterresponse,v) Joinrequest,vi) Joinresponse,vii) Commit
request,viii) Commitresponse,ix) Heartbeatrequest.

� Invalidation request: The invalidation request is sent
by the WCDP server to the (subscribing) WCDP
clients. The invalidation requestconsistsof: 1) list of� identifiers� , 2) theinvalidationaction,3) theinvalida-
tion type,4) theconsistency level. Eachrequestis also
taggedwith aunique,monotonically increasing,request
sequence number.

The identifiers consist of ob-
ject invalidation id(s) and/or
obj group invalidation id(s) along with
anoptional external URL. An invalidationrequestmay
containmultiple identifiersin order to perform multiple
invalidations together using a single messageor for
requiring an atomic invalidate of the identifiers in the
request.

The invalidation action consists of either: 1)
immediate-invalidate, 2) delayed-
invalidate at a specific time or interval, 3)
immediateupdate(invalidate with an immediate-
refresh directive), 4) delayedupdate(invalidatewith
delayed-refresh after a specified interval) and
possiblecombinations. The refreshdirective is usedto
implement content ”updates”by requiring the WCDP
client cacheto pull the content from the origin server.
However, a WCDP client may not comply with the
refreshdirectiveandignorepulling thecontentfrom the
origin server. The delayedrefreshis useful to stagger
the requests at the origin server to avoid a surge of
requests. It canalsobeusedto scheduleanupdateat a
giventime.

Theinvalidationtypespecifiesif theobject(s)needto be
invalidated”atomically” or individually. In an individ-
ual invalidate eachobjector object in an object group
is treatedindividually. Theconsistency level determines
thetypeof consistency required. Weakandexplicit con-
sistency aresupportedby default.

� Invalidation response: Theinvalidation responseis sent
by theWCDPclient to theWCDPserverafterreceiving
andprocessingthe corresponding invalidation request.
The invalidation responseconsistsof a statuscodefor
eachinvalidation request. This consists of the 1) re-
questsequence number, 2) statuscode for eachob-
ject invalidation id.

Since multiple requests can be grouped in a mes-
sagegroup the request sequencenumber is useful to
match the requestsand responses. Examples of sta-
tus codesare: SUCCESS OK, OBJECT NOT FOUND,
WAITING FOR COMMIT, NOT AUTHORIZED.

� Register request: The register request is sent by the
WCDP client to the WCDP server to subscribeto no-
tifications for objectsin a contentgroup. The register
request consistsof: i) a list of � contentgroup id(s), last
invalidate request sequence number if known � andii)
theconsistency level supportedby theclient, iii) request
sequence number. Depending on authorizationrequire-
ments,it couldcontaincredentialsandotherauthoriza-
tion information.

� Register response: Theregisterresponseis sentby the
WCDPserver to theWCDPclient in responseto a cor-
respondingregistermessage.Theregisterresponsecon-
sistsof: 1) statuscodeand2) leaseduration(optional),
iii) request sequence number, 3) desiredconsistency
level for eachcontent group. TheWCDPserver initiates
a catch-up sequenceto get theWCDPclient up-to-date
with respectto the WCPD server. It computesthe last
setof invalidate requests for the objectsin the content
group (thatarelater thanthe last invalidation sequence
number thattheWCDPclient hasseen)andsendsthem
with theregisterresponse.

� Join request: The join requestis sent by the WCDP
client to theWCDP server after recovering from a fail-
ure. Thepurposeof a join requestis to initiate a catch-
up sequencewheretheWCDPclient cangetup-to-date
with the WCDP server. The join requestconsistsof
1) list of � content groupid, last invalidaterequest se-
quencenumber� , 2) requestsequence number.

� Join response: The join responseis sentby theWCDP
server to the WCDP client cache. On receiving a join
request, theWCDPserverwill computethelist of inval-
idations(only thelast invalidation of anobjectneedsto
besent)thatneedto besentto thejoining client. It will
thenpackagetheinvalidationsandsendthemin thejoin
response.TheWCDPserverwill resumesending heart-
beats(if hadstoppedthemdueto the failure). The join
responseconsistsof 1) statuscode2) requestsequence
number. This is followed with a batchof invalidation
requests.

Note that insteadof a join requestthe WCDP client
could have just sentanother registerrequest. We have
tried to distinguishtherejoin afterfailureandtheinitial
register.

� Commit request: When strongconsistency is desired,
the notifications aresentin a two- phasemanner. The
commit requestis sent by the WCDP server to the
WCDPclientcacheafterit receivesall acknowledgment
responsesbackfrom theclient caches.Thecommit re-
questconsistsof 1) invalidation requestsequencenum-
ber, 2) identifier (usedin the original invalidation re-
quest).



� Commit response: The commit responseis sentby the
WCDPclientcacheto theWCDPserverandconsistsof
1) the invalidation request sequence number, 2) status
code.

� Heartbeat request: If deltaconsistency or strongcon-
sistency is required, theWCDP server sendsa periodic
heartbeat messageto theclient. Theheartbeatperiod is
determinedby thevalueof deltaandshouldbesmaller
thandelta.Also theheartbeat interval shouldbesmaller
than the timeout valueusedby the strongconsistency
implementation.

� Message Format Example: WCDP messagesare in
XML and sent using an HTTP POST method, possi-
bly over a persistentTCP connection. Possibleexten-
sionsincludea SOAP-basedmodel,aswell asconfig-
uring the invalidationserver asa WebService.Table1
shows theXML-basedformat of aninvalidation request
andresponse.

3.6 Distribution Hierarchies

The distribution of invalidation notifications can be made
scalableby constructing a distribution hierarchy. The hier-
archyhasthe WCDP server at the root, WCDP clients (or
clients acting as gateways) at the intermediate levels and
WCDP clients at the leaf level. A WCDP client could be-
long to multiple distribution hierarchies, and a distribution
hierarchy could propagateinvalidationsfor multiple WCDP
servers.A WCDPclient at thenon-leaf level actsasa proxy
for theWCDPserver, receiving notifications from thehigher
level andforwarding themto theWCDPclientsin thelower
level in its sub-tree. With a tree-like organization the load
on the WCDP server canbe reduced,providing scalability.
Similarapproacheshavebeenproposedby [12, 11, 9, 7, 6].

3.7 Failure and Recovery

WCDP recoversgracefully from failures. Whenthe WCDP
client fails andcomesbackup, it sendsa join messageto
theWCDPserver, which containsinformationabout the last
notificationit actedupon. TheWCDPserver playsbackthe
lastsetof notificationsthatthecachehadmissed,while being
down.

Whena WCDPserver fails, it stopssendingheartbeatsto
its WCDPclients;thiscausestheclientsto startfollowing the
CacheControl headers. Theclientswill attemptto subscribe
to an alternate WCDP server. This canbeanadministrative
task,or automatic. In any case,onceit re-establishesa path
to a WCDPserver, it will sendit a registermessageif it is a
new server, or periodically sendjoin messagesto thetheold
server.

If aWCDPclienthasfailed,theWCDPserverdetectsit by
wayof a timeoutonaninvalidationresponse,andstopssend-

ing it any heartbeatsandremovesit from thesetof registered
clients.

Whena network partitionoccurs betweena WCDPclient
andtheWCDPserver, eachbehavesasif theotherhasfailed.
The WCDP client cachereverts to obeying CacheControl
headers. The WCDP server will remove the client from the
registeredset.Theclientwill thentry to registeror join again.

4 Related Work

The WCDP protocol has borrowed from the multiple ap-
proachesproposedin the researchliterature. The issueof
strongconsistency for the web was discussedin [4, 6, 3].
While thefocustherewastomotivatetheneedfor strongcon-
sistency andits performanceevaluation, WCDPis aninstan-
tiation of a protocol that supports server-driven consistency.
[10] describesthe useof deltasfor sendingupdatesandan
application-level multicast framework for internet distribu-
tion is discussedin [12]. WCIP, which is another protocol
proposalsubmittedto theIETF for server-driven invalidation
is similar in its approachtoWCDP[1]. WCDP, however, sup-
ports different levels of consistency, can handle invalidates
andupdates,andis a request-responseprotocol.
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POST /invalidate request HTTP/1.1
Content Length: 512

�
?xml version="1.0" ��
!DOCTYPE InvRequest "wcdp.dtd" ��
invalidation sequence number = 100 ��
identifier ��
object invalidation id = 12345 / ��
object invalidation group id = 9876 / ��
/identifier ��
action ��
invalidate =immediate/ ��
refresh= yes/ ��
delay = 60 sec / ��
force = no / ��
/action ��
type atomic= no / ��
consistency require commit = no / ��
/invalidation �

POST /invalidate response HTTP/1.1
Content Length: 256

�
?xml version="1.0" ��
!DOCTYPE InvResponse "wcdp.dtd" ��
invalidation sequence number = 100 ��
identifier ��
object invalidation id = 12345 / ��
status = OK / ��
/identifier ��
identifier ��
object invalidation group id = 9876/ ��
status = OK/ ��
/identifier ��
/invalidation �

Invalidation Request Invalidation Response

Table 1: An example requestandresponseformat
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