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Abstract

Cacheconsisteng atwebintermedariesis requred for scal-
ablewebcortentdelivery. In this pape we describehe Web
ContentDistribution protacol (WCDP), which is an invali-
dationandupdde pratocol to provide cacheconsisteng for
a large nunber of frequently changng web objects. WCDP
suppats differentlevels of consisteng. strong,delta,weak,
andexplicit. It suppats atomicinvaidatesand mutwal con-
sisteny amory objeds andhandes multiple deploymentar-
chitectues. WCDP achievesscalabilityby growing objects
andmessagetogetter andby usinga hierardical organiza-
tion for messageéelivery. WCDPoperdesbetweertheorigin
sener, mirror sites,andthe participatingwebintermedaries.
It is not, however, targetedfor inter-CDN operatims.

1 Introduction

With cachesheingwidely deployed for scalability and per

formanceimprovemerts, the issueof cachecorsisteny and
a protacol to suppat it remairs ad hoc at best. In the cur

rentmode,consisteng mangementis contiolled by the in-

termediay relyingonaclientdrivenmechaism calledclient
polling. An intermediarybasedon it’s optimizatia criteria
canpoll the sener usingthe HTTP if-modified-since(IMS)

requestto checkif anobjectis fresh. Thison-demandpolling

by theintermediaryredu@sthe benefitof cachirg by addirg

to the lateny obsered by the usersand reducs the scal-
ability of seners dueto the extra messageverheadespe-
cially whenthe objectsare updatedinfrequently. The con-
tentprovider canprovide hintsbasedn HTTP cachecontiol

heades with expiration timesor a max-ag directive. How-

ever, thesearecoarsanechanismanddonotcontrolthelevel

anddegress of consisteng that may be requred by cortent
providersfor dynamiccontent.Most expirationtimesarenot
known a priori and contentprovidersresortto settingvery

smallvaluesto contrd consisteng or simply marktheobject
asuncacleable.

The aim of the WCDP invalidaion protacol is to enable
sener-drivenconsisteng wherethe contentprovider candy-
namicallycontrd the prgpagatiom andvisibility of anobject
updde. In sener-drivenconsisteny, the origin sener invali-

dateorupdateshedatawhenit chargeswithouttheinterme-
diary resortingto frequentpolling. WCDP supprts multiple
levelsof consisteng: (1) strongconsisteng for mirror sites,
(2) deltacorsisteny for participatingintermedaries,and(3)

explicit consisteng asa defadt. It suppats atomic invali-

datedfor maintaning mutualconsisteng amongobjects.The
intermedariescanexplicitly subscribeo receveinvaidation
(or update)notificatiors or canrely on animplicit subscrip

tion setup by an administrator for mirror sitesor partne-

ing intermedaries. WCDP enhaesscalabilityby grouing
objectstogethe as an addressable@init and also by group-
ing messagewgetler. It suppots distribution hierarchesfor

scalablemessagelelivery. WCDP assumes reliableunde-

lying transrt mectanismfor in-order messagelelivery in

it's normal opeation. Failure scenario@rediscussedn Sec-
tion 3.7. Although not partof the pratocol, WCDP supports
authaization andauthetication for differentlevels of secu-
rity supprt. TheWCDP protocolis basednimplemantation
expelienceswith the Conten Distribution Framevork of the
IBM Webspher&dgeSenerVersion2.0. Thefollowing sec-
tionsdescrile the designfeatuesof WCDP andthe protoml

highlights. More detailscanbe found in the IETF submis-
sion[2].

2 Design Issues

2.1 Scalability

For theinvalidation protacol to be scalablet shoud be able
to scalewith respecto the numbe of objectsfor which con-
sisteny hasto be maintaired, the numker of messagesent
andreceved, andthenumterof clientsto whichinvalidations
aresent.Scalabilityis achiezed in WCDP by aggegatingob-
jectsinto object-groups and aggreyating multiple messages
into a singlemessage-gup. The protacol caninvalidae an
individual object or a setof objectsaddessedas a unit in
anobject-goup. Clientscanbe organizedinto a distribution
hierartyy wherethe WCDP sener only commuricateswith
the WCDP clientsat the top level of the hierachy, therely,
limiting the number of clientsit comnunicateswith. In the
termindogy usedin the restof the paperthe WCDP sener
refersto the origin sener andthe WCDP client refersto a



cachingintermediary.

2.2 Consistency levels

WCDP suppats multiple consisteng levels to contrd how

and when the object charges are notified to the WCDP
clients. In the simplestcasea WCDP clientrelieson explicit

consisteng basedon the HTTP cache-contrd heagrsand
Expirestag. In anothercase WCDP supports best-effort in-

validations providing weak consisteng. Weak and explicit

consistenyg are suppated by defaut. More stringentforms
of consisteng suchasdeltaandstrongconsisteng haveto be
explicitly requested. Themultiple consisteng levelsthatare
suppoted by WCDP include: i) strong consistency: wherea
readatthe WCDP clientreflectsthelastcomnitted updateat
the origin sener [4], ii) delta consistency: wherethe readat
the WCDP client cachecanbe up to "delta” time units stale
with respecto thelastcomnitted upcateat the origin sener,

ii) weak consistency: wherethereadattheWCDPclientdoes
not necessarilyeflectthe last updateat the origin sener but

somecorrectprevious value,iv) explicit consistency: where
an expiration time of an object is provided or a time-to-live

(TTL) valueis provided by the origin sener given somea

priori knowledge. v) mutual consistency: wherea group of

objectsaremutually consistentvith respecto eachother In

this casesomeobjectsin the groy canrot be more current

thantheothers.

Strongcorsisteny is usefulfor mirror sitesthatneedo re-
flectthecurrert stateattheorigin. It is alsorequredif WCDP
is usedto updae multiple origin senersthatarepartof a big
cluster Certaintype of applicdions cantoleratestaledataas
long asit is within someknown time bourd. For suchappli-
cationsdeltacorsisteng is recomnended[1]. Deltaconsis-
teng/ assumeshatthereis a boundedcommunicationdelay
betweerthe WCDP sener andclient. Mutual consisteng is
usefulwhena certainsetof objectsat a WCDP client (e.g,
thefragmentswithin asportsscorepage or within afinancial
page)needto be consistentvith eachother In this casethey
areatomicallyinvalidatedsuchthatthey all eitherreflectthe
new stateor remainin the earlierstalestate.

2.3 Invalidates and Updates

If datais charmging infrequently then, for small datasizes,
sendingthe updded objed insteadof aninvalidate message
improvesperfamance . Sendimg aninvalidatemessageauses
an intermaliary to mark the objectasinvalid;, a subsequet
request requires theintermediay to fetchthe objectfrom the
sener (or from a designatedaite). Thus,eachrequestaftera
cachenvalidateincursanadditional delaydueto this remote
fetch. An invalidationadds to 2 control messageanda data
transfer(an invalidation messagea readrequeston a miss,
and a new datatransfer)along with the extra lateng. No
suchdelayis incurredif the sener sendsoutthe new versian

of theobjectupan modification. A dravback,however, is that
sendingupdatesincursa larger network overhead(especially
for large objects). Deltaencaling techniqieshave beende-
signedo redue thesizeof thedatato updateby sendingonly
the chargesto the object. (Delta encaling is not relatedto
deltaconsistenyg) [10]. Updées,however, requirebetterse-
curity guarateesand malke strongconsisteng managment
more compgex. Neverthelessupdats are usefulfor mirror
siteswheredataneed to be "pushed”to thereplicaswhenit
changs. Updatesarealsousefulfor prelcadingcacheswith
conten thatis expededto becone popuar in thenearfuture.

WCDP suppots invalidation by defaut but also exterds
it to suppot updatesvia a refresh directive without resortirg
to sendig dataas part of the pratocol. In WCDP updates
areusedto "push” content from the origin sener to mirror
sitesandis handed by combinirg an invdidation with an
immediate-refresh directive that causegshe WCDP client to
sendaread(or IMS) requesto theorigin senerto getanewv
copy of theobject.lt is theresponsibity of theclientto load
the new version of the objectfrom the origin sener. If all
clientshapgento loadimmedately, it maycausealoadsuige
atthe origin sener. Theorigin sener canfurther extendan
invalidate with a delayed-refresh directive anda TTL value
that definesthe durdion the client mustwait beforesendiry
areadrequest. A WCDP client sendsa readrequestto the
origin seneronly afterthe TTL timeintenal. This limits the
burstof requestsattheorigin sener.

3 Protocol Details

3.1 Object Invalidation Identity

In WCDR an objectis identified for invalidation by its i)
obj .i nval i dati on. d, andoptionally, i) aURL.

Theobj _i nval i dati onl d is a unigque opaq string
assignedy the origin sener for the puposeof explicit in-
validatin of objectsby name It is usefulto not attach
ary semantianeaningo theobj i nval i dati on. d, but
ratherto view it asan opajue unique invalidaion identifier
associatedvith an object. When the WCDP client cache
makesanHTTP GET requestto the origin sener, it receves
anobj _i nval i dati ond d, correspondirg to the URI re-
questedembediedin theHTTP respoiseasa privateheacbr.
The WCDP client then maintairs the mappng betweenan
obj _i nval i dat i on. d andaninterral obj cache. d,
andthe extemal URL. This mappng is essentialwhenwe
considerthatan HTTP Sener mapsexternal URLs to local
filenameshput thereis no way to compute a reversemappirg
from filenamego URLs. WCDP solvesthe prablem by pig-
gybaking this information in the respoise from the origin
sener, allowing for incrememal constriction of the reverse
mappngsattherequestingWCDP client.

Theinternalobj _cache. distheidentifierby whichthe
WCDP clientcachematchesanincomirng requestvith thelo-



cal cachedobject. For staticcortent, it is typically the same
asthe extemal URL. For dynamic conten with fragments,
the external URL along with other HTTP headertags and
cookie valuesarecombinel to createheobj cache . d for
eachfragment. For agivenobj i nval i dati on. d, there
couldbemultipleobj cache. d’ s. Forexample,f anob-
jecthasmultiple variarts (for differert languags,useragent
types,etc.) it may usethe sameobj i nval i dationdd
but will have different obj cachel ds for each vari-
ant. The form, specificationand interpreéation of the
obj _cache.i d is notwithin the scopeof the WCDP proto
col andis deterninedby eachindividual WCDP client cache
implemertation.

3.2 Object Grouping

In WCDP objectscanbe grouypedinto object groups or vol-
umesandaddressedsa unit. Objectgroyps enhaice scala-
bility by limiting the sizeandnumber of messagesandthe
stateat the WCDP sener. For exanple, all objectsin a sub-
directoy canbelongto the sameobjectgroup EachWCDP
clientis informedof the objed group a requetedobjectbe-
longsto by the origin sener. The origin sener sendsthe
obj ect group. nval i dati ond d(s) alongwith the
obj ect i nval i dati on. d in the HTTP responseas a
private heaer. Objectscanbelongto multiple objectgroups.
Invalidationmessagesanbeissuedfor all the objectsin an
objectgroup by just namirg the group itself.

A relatedconcep is that of atomic invalidations to sup-
portmutualconsisteng. Objectscanberelatedto eachother
dueto refeenceghyperlinks) betweerthemor dueto inclu-
sion (multiple dynamically compued objeds are assembled
to form apersomlizedpagg. In anatomicinvaidate/updte,
theobjectsareinvalidated/updtedusinglock semanticsThe
objectsarenot accessibleo the useragentqlocked until all
theobjectsin the setareinvalidated/upmlated.

3.3 Content Groups and Subscription

Subscriptio to notificatiors by the WCDP clientsenhances
the scalabilityof the systemby reducirg the numbe of mes-
sagedransmitted Subscripionsareatthegrarularity of con-
tent groups. A conten groy is alargeaggreationof objects.
Objectscanbelongto multiple "contentgroups”. Eachcon-
tentgrouprepresentsobjectsthatarerelatedby userinterest.
For instancegontentgrouyps canbetopic- basede.g.,sports,
news, sports/basedll, etc. Objectscanbeclassifiednto con-
tentgrouypsby theconten creatorattheorigin sener. Similar
to the objed growp, a content group becanesmetadatawith
which the objectis associatedagainreturred as part of the
HTTP respoise private header The WCDP client sendsan
explicit r egi st er messagéo the WCDP senerindicating
the contentgroupsthatit is interestedn. Oncethatmessage
is acknavledged ,the origin sener will sendinvaidationsto

objectsbelorging to thoseconten grougs.

3.4 Consistency support

WCDP by default suppots explicit and weak corsisteng.
With strongconsisteng andinvalidations,the WCDP sener
waits (or timesout) until it recevvestheinvalidation responses
from all the participatingWCDP clientsthatweresentthein-
validation requests. After the respoisesarerecevedthe ob-
jectcanbemade’li ve” attheorigin sener. Whenstrongcon-
sisteny is desiredwith updaes (thatis, invalidateswith the
immediaterefreshdirective), the upddesarepropagatedn a
two-phasemanne. During thefirst phase,the WCDP sener
sendsthe invdidation notification with an i mredi at e-
r ef r esh directive to all subscribingWCDP clients. Upon
its receipt,eachWCDP client pulls the conten from the ori-
gin sener andstoresit atempoary location andthensends
an invalidation respoise to the WCDP sener.  When all
WCDP clients have respomled, the secondphaseconmi t
messagés sentby theWCDPsenerto all theWCDPclients,
which causeghemto male the new conten "li ve”; the ori-
gin sener alsomakesthe contett "li ve”. The WCDP clients
resporl with a commit response.While the WCDP client
cachesarewaiting for a commitrequest, ary useragentre-
questfor the objectis forwardedto the origin sener andnot
cached Notethatthe strongconsisteng requirenentfor up-
datesdoesnotimply thatall WCDP client cachesaretightly
synchonized. All it impliesis thatthe WCDP client would
eitherhavethenew objector havetheolderonemarkedasin-
valid. Failurescenariosrediscussedn section3.7. Theun-
derlying assumptia madeis thatthemessagearesentovera
reliabletranspot suchthatthe WCDP clientandseners can
determire if thereis afailureof client, sener or the network.

WCDP providesdeltaconsisteng if the messagdateny
is boundedandis lessthandelta. The WCDP sener sendsa
hearteatmessagewith aperiad smallerthandelta. Thedelta
valuecanbedefinedperconten growp or explicitly perobject
or objectgroyp. However, different valuesof deltaat fine-
granuarity addsalot of overhead.It is reconmendedo have
acommondeltafor a cortentgroup. In casea WCDP client
doesnot receve a hearteat for more than deltatime units
sincethelastheartteator request,it marksthe correspndirg
conten growp astempaarily invalid till it resoheswith the
WCDPseneragain Theresultof thisactionis to revertto an
explicit consisteng mock for all objeds atthe WCDP client
thatbelongto the cortentgroup.

3.5 Message Types and Formats

Messagesn WCDP areeitherrequesbr respmsemessages
whicharesentandrecevedby theWCDP clientsandseners.
Messagecan be growped togetter into a messagearoupto
batchmultiple messagetgether



Therare9 types of messageism WCDP:i) Invalidationre-
questji) Invalidationrespamse,iii) Registerrequest,iv) Reg-
isterrespomse,v) Joinrequest,vi) Joinrespamse,vii) Commit
request, viii) Commitresponseix) Heartbeatequest.

e Register request: The register reqiest is sentby the
WCDP client to the WCDP sener to subscribeto no-
tifications for objectsin a contentgroup. The register
request consistf: i) alist of <cortentgraip.id(s), last

I T . invalidate request sequene number if knowvn> andii
e Invalidation request: The invalidation reqiestis sent d d )

by the WCDP sener to the (subscribig) WCDP

clients. Theinvalidation requestconsistsof: 1) list of

<identifies>, 2) theinvaidationaction,3) theinvalida-

tion type, 4) the consisteng level. Eachrequestis also
taggedwith aunigue, mondonically increasingrequest
sequene numter.

The identifiers corsist of ob-
ject_.nvalidationdd(s) and/o
obj _group. nval i dationdd(s) along with
anoptioral exterral URL. An invalidationrequestmay
containmultiple identifiersin order to perfom multiple
invalidations togetter using a single messageor for
requiing an atomicinvalidate of the identifiersin the
request.

The invalidation action consists of either: 1)
i medi at e-i nval i date, 2) del ayed-
i nval i date at a specific time or intenad, 3)
immediate update (invdidate with an i medi at e-
r ef r esh directive), 4) delayedupdate (invaidate with
del ayed-refresh after a specifiedinterval) and
possiblecombinadions. The refreshdirective is usedto
implemert conternt "updates”by requring the WCDP
client cacheto pull the contert from the origin sener.
However, a WCDP client may not comgy with the
refreshdirective andignore pulling thecontentfrom the
origin sener. The delayedrefreshis usefulto stagger
the requestsat the origin sener to avoid a suige of
requests. It canalsobe usedto scheduleanupdateat a
giventime.

Theinvaidationtypespecifiedf theobject(s)heedto be
invalidated"atomically” or individually. In anindivid-
ual invalidate eachobjector objectin an object groy
is treatedndividually. The corsisteny level deternines
thetypeof consisteng requred. Weakandexplicit con-
sisteny aresuppotedby default.

¢ |nvalidation response: Theinvdidation respoiseis sent
by the WCDP clientto the WCDP sener afterreceving
and processingthe correspondiry invalidation request.
The invalidationrespmse corsistsof a statuscodefor
eachinvalidation request. This corsists of the 1) re-
guestsequene numker, 2) statuscode for eachob-
ject_invalidation.d.

Since multiple requests can be groyed in a mes-
sagegroup the reqest sequencenunber is usefu to
matchthe reqlests and respoises. Exampes of sta-
tus codesare: SUCCESS_OK, OBJECT NOT FOUND,
WAI TI NG.FOR.COW T, NOT_AUTHORI ZED.

theconsisteng level suppotedby theclient, iii) request
sequene numter. Depering on authoriation require-
ments,it could containcredentialsand otherauthoria-
tion information.

Register response: The registerrespoiseis sentby the
WCDP senerto the WCDP clientin responséo a cor
respoiding registermessageTheregisterrespoisecon-
sistsof: 1) statuscodeand?2) leaseduration (optional),
iii) request sequene numbe, 3) desiredconsisteng
level for eachcontent groyp. TheWCDP senerinitiates
a catch-yp sequencéo getthe WCDP client up-to-date
with respectto the WCPD sener. It computesthe last
setof invalidate requests for the objectsin the cortent
growp (thatarelaterthanthe lastinvalidaion sequene
numter thatthe WCDP clienthasseen)andsendshem
with theregisterrespomse.

Join request: The join requestis sentby the WCDP
clientto the WCDP sener afterrecovering from a fail-
ure. The purposeof a join requesis to initiate a catch-
up sequencavherethe WCDP client cangetup-to-date
with the WCDP sener. The join requestconsistsof
1) list of <cortentgroupid, lastinvalidaterequest se-
guercenumter>, 2) requestsequene numter.

Join response: The join resposeis sentby the WCDP
sener to the WCDP client cache. On receving a join
requet, theWCDP senerwill computethelist of inval-
idations(only thelastinvaidation of anobjectneedso
be sent)thatneedto be sentto thejoining client. It will

thenpaclagetheinvalidaionsandsendthemin thejoin
respoise. TheWCDP senerwill resumesendimy heart-
beats(if hadstoppedhemdueto thefailure). Thejoin
respoise corsistsof 1) statuscode?2) reqestsequene
numter. This is followed with a batchof invdidation
requests.

Note that insteadof a join requestthe WCDP client
could have just sentandher registerrequest. We have
tried to distinguishtherejoin afterfailure andtheinitial
register

Commit request: When strong consisteng is desired,
the notificatiors are sentin a two- phasemanne. The
commit requestis sent by the WCDP sener to the
WCDP clientcacheafterit recevves all acknaviedgment
respoisesbackfrom the client caches.The commitre-
guestconsistsof 1) invaidation requestsequene num

ber, 2) identifier (usedin the original invalidation re-

quest).



e Commit response: The commitrespoiseis sentby the
WCDP clientcacheto the WCDP sener andconsistof
1) the invdidation reqlest sequene nunber, 2) status
code.

e Heartbeat request: If deltaconsisteng or strongcon-
sisteny is requirel, the WCDP sener sendsa periodc
heartbat messagéo the client. The heartleatperiad is
determired by the value of deltaandshouldbe smaller
thandelta. Also the heartbat intenal shouldbe smaller
thanthe timeou value usedby the strongconsisteng
implemertation.

e Message Format Example WCDP messagesre in
XML and sentusingan HTTP POST method possi-
bly over a persistenfTCP conrection. Possibleexten
sionsinclude a SOAP-basedmodel, aswell as config
uring theinvalidation sener asa Web Service. Table 1
shavs the XML-basedformat of aninvalidaion request
andrespose.

3.6 Distribution Hierarchies

The distribution of invalidaion notificatiors can be made
scalableby constructiig a distribution hierarty. The hier-

archy hasthe WCDP sener at the roa, WCDP clients (or
clients acting as gatavays) at the intermediate levels and
WCDRP clients at the leaf level. A WCDP client could be-
long to multiple distribution hierardies, and a distribution

hierarty could propagateinvalidationsfor multiple WCDP
seners. A WCDP clientatthenon{eaf level actsasa proxy
for the WCDP sener, receving notificatiors from the higher
level andforwardng themto the WCDP clientsin the lower
level in its sub-tee. With a tree-like organizatian the load
on the WCDP sener can be redwed, providing scalability
Similarappracheshave beenproposedby [12, 11, 9, 7, 6].

3.7 Failure and Recovery

WCDP recoversgraceflly from failures. Whenthe WCDP
client fails andcomesbackup, it sendsaj oi n message¢o
the WCDP sener, which cortainsinformationabou the last
notificationit actedupa. The WCDP sener playsbackthe
lastsetof notificationsthatthecachenadmissedwhile beirg
down.

Whena WCDP senerfails, it stopssendingheatbeatsto
its WCDP clients;this causesheclientsto startfollowing the
CacheContrd heades. Theclientswill attemptto subscribe
to analternae WCDP sener. This canbe anadministratve
task,or automaic. In ary caseonceit re-establishea path
to aWCDP sener, it will sendit aregistermessagdf it is a
new sener, or periadically sendjoin messageto thethe old
sener.

If aWCDPclienthasfailed,theWCDPsenerdetectst by
way of atimeouton aninvalidationrespose,andstopssend-

ing it any heatbeatsandremovesit from the setof registerel
clients.

Whena network partitionoccus betweera WCDP client
andthe WCDPsener, eachbehaesasif theotherhasfailed.
The WCDP client cachereverts to obgying CacheControl
heades. The WCDP sener will remove the client from the
registeredset. Theclientwill thentry to registeror join again

4 Related Work

The WCDP praocol has borowed from the multiple ap-
proates prgposedin the researcHiterature. The issueof

strong consisteng for the web was discussedn [4, 6, 3].

While thefocustherewasto motivatetheneedor strongcon-
sisteny andits performarce evaluation WCDPis aninstan-
tiation of a protacol that supports sener-driven corsisteng.

[10] describeghe useof deltasfor sendingupdatesandan

application-level multicastframeavork for interret distribu-

tion is discussedn [12]. WCIP, which is anothe protool

proposalsubmittedo the IETF for sener-driven invaidation

is similarin its appoachto WCDP[1]. WCDP, however, sup-
ports differentlevels of consisteng, canhande invalidates
andupdates,andis arequest-esponsgratocol.
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POST /invalidaterequest HTTP/ 1.1

Content Lengt h:

<
<
<
<
<
<
<
<
<
<
<
<
<
<

<
<

512

?xm version="1.0" >

I DOCTYPE | nvRequest "wcdp. dtd" >

i nval i dati on sequence_nunber = 100 >

identifier >

object_nvalidationid = 12345 / >

obj ect i nval i dati ongroup.id = 9876 />
lidentifier>

action>

i nval i date =i medi ate/ >

refresh= yes/ >

delay = 60 sec />

force = no />
/action>

type atomic= no />

consi stency requirecomit =
/invalidation>

no />

PCST /invalidateresponse HITP/ 1.1
Content Length: 256

<?xm version="1.0">

<! DCCTYPE | nvResponse "wcdp. dtd" >
<invalidation sequence.nunber = 100 >
<identifier>

<objectinvalidationid = 12345 />
<status = K />

<lidentifier>

<identifier>

<obj ect iinval i dation_group.id = 9876/ >
<status = OK/ >

<lidentifier>

</invalidation>

[10]
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I nval i dati on Request

I nval i dati on Response

Table 1: An exanplerequestandrespmseformat
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