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Abstract

As new and complex multi-party edge servicesare de-
ployed on the Internet, application-layerprotocols with
complex communicationmodelsand event dependencies
are increasinglybeing speci ed and adopted. To ensure
that suchprotocols(and compositionghereofwith exist-
ing protocols)do not resultin undesirabléoehaviors (e.g.,
deadlocks)a methodologyis desirablefor the automated
checkingof the “safety” of theseprotocols. In this pa-
per, we preseningredientof suchamethodology Specif-
ically, we shov how SPIN, a tool from the formal sys-
temsveri cation community canbe usedto quickly iden-
tify problematicbehaiors of application-layerprotocols
with non-trivial communicationmodels—suchas HTTP
with the addition of the “100 Continue” mechanism.As
a casestudy we examinesereral versionsof the speci ca-
tion for theContinuemechanismourexperimentsnechan-
ically uncover multi-versioninteroperabilityproblems,in-
cluding somewhich motivatedrevisionsof HTTP/1.1and
somewhich persistevenin the currentversionof theproto-
col. We develop relationsfor describingarbitrarily large
compositionsof HTTP proxiesusing nite models,and
also discussthe broaderapplicability of thesetechniques
to openinternetprotocoldevelopment.

Keywords: Formal veri cation, HTTP, Interoperability
Model checking Protocolcomposition.

1 Intr oduction

Statefulmulti-partyprotocolscanbenotoriouslydif cult to
getright, andtheir designandimplementatioris a process
demandingcareful thought. The evolution of the HTTP
protocolis acasein point. While theoriginal formulations
of the HTTP protocolwere truly statelessand thusrela-
tively easyto implement,the addition of the multi-stage
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100 Continue mechanismto HTTP/1.1[14] implic-
itly introducedseveral “states”to the behaior of clients,
seners,andintermediaries.Not surprisingly an ambigu-
ity wasdiscoveredin the handlingof thesestateswith re-
spectto intermediariesvhich could,undersome“correct”
interpretationsleadto a deadlockstateamongconforming
implementationof HTTP/1.1 (RFC2068)and HTTP/1.0
(RFC1945)[17].

For years,analogougproblemshave beencommonplace
in the designof lower-level distributed protocols;master
ing all the nuancesof handshakingrendezwus, mutual
exclusion,leaderelection,and o w controlin sucha way
asto guaranteeorrectdeadlock-freeywork-accomplishing
behavior requiresvery carefulthought,and hardeningthe
speci cationsand implementationsof theseprotocolsto
dealwith misbehaing or potentiallyhostilepeersremains
adif cult problemfor engineersat all layersof the stack.
Theseproblemsarise in such settingseven without the
comple multi-versioninteroperabilitygoals placedupon
HTTP/1.1and its revisions; while this may be comfort-
ing to thosewho have incorrectlydesignedrimplemented
protocolsin the past,it is discouragingo thoseof uswho
wouldliketo seeHTTP reachafully-correct“stable” state.

The formal methodsand protocol veri cation commu-
nities have beenmindful of theseproblemsfor sometime,
andhave developedquiteusableoolswhichallow usto ex-
amineandaddressheseproblemsn arigorous,unambigu-
ousway [8]. The PROMELA languageandthe accompay-
ing SPIN veri er [9], for example have provenparticularly
well-suitedto describingand analyzingnon-deterministic
setsof acceptabldehaiors for responsie (event-driven)
systemsand protocols;sucha view of the world is easily
appliedto multi-stateapplicationlayer protocolsto facili-
tateanalysisof their behaiors andassessmermf their cor-
rectnesdn interactingboth with friendly and malevolent
peers.

In this paperwe bring someof thesetoolsandprocesses
to bearuponthe 100 Continue featureof the HTTP
protocol. In so doing, we identi ed instancesof failure
modesunderclient-proxy-serer operatingarrangements—
some well-known [17] and some apparentlynot. We



have alsoproceededo deducerelationsamongthe setof
sucharrangementsvhich identify equivalenceclassesof
deadlock-pron@r non-deadlock-pronsituations,andde-
ducetwo patternsof agentswhose presenceindicatesa
deadlock-pronarrangementf HTTP agents All of these
propertieform importantcomponent®f ourlong-termre-
searchagenda,which dealswith programmingcompos-
abledistributedapplicationawvhich may useprotocolslike
HTTP aspartof theirinfrastructure.

Internet Flows as First-Class Values: Programming
new servicesin the Internet currently suffers from the
samelack of organizingprinciplesasdid programmingof
stand-alonecomputerssomethirty yearsago. The Web
community’s experiencesdn relationshipto the evolution
of HTTP-aswell as ndings we presentin this paper
underscorghis stateof affairs. Primeval programmindan-
guageswere expressive but unwieldy; programminglan-
guagetechnologyimproved throughbetterunderstanding
of usefulabstractiormechanismgor controllingcomputa-
tional processesWe would like to seethe samekinds of
improvementsnd their way into the programmingof dis-
tributedInternetservices.ln sodoing, we believe thatone
propertyof this improvementis the promotionof network
o wsto r st-classvaluesthatis, objectswhich canbecre-
ated,named,shared,assignedand operatedupon. This
requiresnen paradigmgor thoseprogrammingpr creating
new servicesjt alsodemandsnorerigorousabstractiorof
the servicesand infrastructureswvhich will supportthose
distributedprograms We arecurrentlyworking towardde-
velopingtheseandothermechanismandintegratingthem
into a network programmingworkbenchervironmentwe
call NETBENCH.

The world we ervision NETBENCH operatingin is one
with vastmultitudesof widely variednetwork applications
andservicesgachwith uniqueneedsn termsof resources,
input and outputformats, reachability and other commu-
nication parameters.The problemof actually composing
theseservicesn a mannerthatpreseresall of theimpor-
tant propertiesis profoundlydif cult: How do we ensure
thatthe propertiesof eachlayer of encapsulatiopresere
therequirementsf theencapsulatee ws?How doween-
surethat gatavayscan properly convolve wildly different
communicationrmodelsrepresentedby eachof their pro-
tocols? How do we ensurethat certainmeta-datgroper
tieswill bepreseredacrosgatevaysandthroughcaches?
How doesone ensurethat the requirednetwork resources
canbeallocatedperhapgprobabilistically betweerherself
andthe seriesof servicepoints which are cooperatingto
producethe output?

Type systemshave provento be a powerful mechanism
for verifying mary desirablepropertiesof programsfor
stand-alonsystems. We believe thatthey canalsocapture

1Typesystemgprovide onemethodologyoneof several from the Pro-
gramminglLanguagesesearcitommunity which canbeusedto formally

mary essentiakorrectnespropertiesfor the composition
of networked services.By forcing a strongtyping system
ontoagentsand o wsin the network, we canbuild up ali-
braryof stronglytypedoperationsvhich canbe performed
uponthose o ws (composition: [A] + [B] — [A + B]),
legal “casting” operationgan HTTP/1.0client can safely
speakwith an HTTP/1.1sener), polymorphicoperations
(tunnelingary TCP o w via SSL),andevenbuild typein-
ferencesystemsvhich couldmechanicallydeduceheneed
for additionalagentdn apath.

Of coursesuchatypesystendependsiponarigorously
correctknowledgeof theunderlyingsystemsandtechnolo-
gieswhich arebeingtyped, which leadsus to the speci ¢
contributionsof this paper

Paper Contributions and Outline: The methodology
we emplgy in this paperto analyzethe HTTP protocol
provides us with importantingredientsof NETBENCH—
speci cally: (1) it shovs us how certaininstantiationsof
HTTP arrangementsanbe unsafe and mustbe rendered
unsafeby a type systemor type inferenceengine,for ex-
ample;(2) it providesuswith a setof bidirectionalequia-
lencesbetweentopologiesof agentscanbe appliedto “re-
duce” a systemto malke its analysismore tractable,or to
“stretch”asystento includemoreagentswithoutalteringa
desiredproperty;(3) it discusseageneralizablenethodfor
testingthe safetyandcorrectnessf otherpropertiesvhich
affect the behavior of protocolagents;and(4) it provides
uswith a hands-orexampleof how to rigorouslyapproach
theestablishmenf suchpropertiedor usein astrongtype
system.

The primary focus of this paperis on the applicability
of formal methodgo theveri cation of thecorrectnesand
interoperabilityof the HT TP protocol'srevisionsin all per
mutationsof roles(client, proxy, sener) andcompositions
thereofwith respectio the 100 Continue feature. We
do not focus at greatlength upon the nuancesf disam-
biguatingthe RFCs? wherewe have madesimplifying as-
sumptionsor omissionswe brie y discusswhy.

While much of the work in this paperwas doneman-
ually, it is evident that mary of the tasksand inferences
madeareplausiblecandidategor mechanicaknalysisand
deduction;our hopeis thatthelessondearnedwill leadus
to algorithmsand resultstoward that end, and somesuch
resultswill soonbeforthcoming[3].

Theremaindeiof this paperis organizedasfollows. We
begin with an overview of the capabilitiesthat a formal
methodstoolset(like SpiN) offersto the application-layer
protocoldesignandimplementatiorcommunitiesWethen
presentasa casestudy someresultsof our examination
of the interoperabilityof multiple revisions of the HTTP

shaw thatcertainsafetypropertiesaremet. Finite-modelcheckingis an-
othersuchmethodology

2Neitherdo we addressat ary length, the issueof validating actual
implementation®f RFCsagainsthe RFCsthemselesor againsimodels
thereof.



protocol[1, 5, 6]. We follow thatwith a setof rulesthatwe
developedfor curtailing the statespaceof HTTP protocol
compositions.We concludethe paperwith a summaryof
our ndings.

2 Bene ts of Formal Veri cation

Sinceformalizationandthe applicationof formal methods
is sometimeshunnedy memberof thehackingandsoft-
wareengineeringcommunitiesjt is worth re-statingsome
of thebene tswhich they have to offer.

Disambiguation: While RFCs and related standards
documentgendto be fairly unambiguousvhenit comes
to syntaxand grammay the speci cation of semantican
proselendsitself to incompletenes# its coverageof all
possiblescenarioor inputs. While in someregardsthis
is desirableasit allows greatfreedomto implementorsijt
canatthe sametime leave the dooropento unintendedn-
terpretationsvhich may averselyaffectthe behavior of the
system.

Formalizingthecommunicatiorbehavior of eachagents
role undera protocolusingsomerigoroustechnicalrepre-
sentatiorforcesthe protocoldesignergo think concretely
aboutthe sequencesf eventseachagentmay encounter
andwhat the permissibleset of responseso eachshould
be;saidanothemway, disambiguatiortauseglasse®f am-
biguitiesin theprotocol's speci cationto beweededutor
allowedto remainby design

Correctness: We would like to prove that correctim-
plementation®f a protocolactingin all combinationsof
roles are well behaved by which we meanthat the rules
of the protocol prevent the systemfrom enteringundesir
ablestatesuchasdeadlock(all agentdlockedwaiting for
othersto act) or livelock (agentsinteractingin a way that
producesho “progress”).

Inter operability:  Incremental improvements and en-
hancements$o protocolsarethe rule of thumbfor the In-
ternetat the applicationlayer. As such,animportantde-
sign goal for eachincrementalversion of a protocol is
backward-compatibilitywith implementation®f previous
versionsof theprotocol,in all rolesfor whichthey mayap-
pear By interoperableve meanboththatthesystenis able
to accomplistusefulwork (i.e., ary bootstragproblemsare
handledgracefully)andthatthe systemis well beharedin
the sensedescribedabore. Ideally, an implementationof
a new versionof a protocolshouldbe able to replacean
olderonein ary singlerole underary givenarrangement
of agentsandthe usefulnessndcorrectnessf the system
shouldnot bedisturbed.

Hardening: A pressingconcernin the wild is the issue
of what happenswvhen our well-crafted and theoretically
correctandinteroperableprotocolhasto interactwith the
greatunknown of poorlywritten, misbeh&ing, or evenma-
licious peers. We may wish to ensurethat we interoper
atewith certainparticulardeviantimplementationsywhich
we cancaptureby modelingtheir aberrationandapplying
the sameinteroperabilitytestingregimendiscussedbove.
However, this is a more generalproblem: do the require-
mentsof our protocol prevent some sequenceof inputs
from causingan agentto behae poorly, or to have its re-
sourcesin someway monopolized? Asked anotherway,
doesthe speci cation of the protocol requirethat imple-
mentationsbe sufciently hardenedagainstan arbitrary
andpotentiallyhostileworld?

A formal veri cation systemallows us to attachmod-
elsof agentgo whatis calleda “maximal automaton”an
agentwhich feedsall possiblesequencesf input to our
model. The veri cation systemthenexaminesthe product
of theagents modelwith the maximalautomatorandtests
all possibleexecutionpathsfor progressor gracefultermi-
nation. Thisnotionis notuniqueto theprotocolveri cation
area;for example,anl/O automatd16] is saidto be“input
enabled”if it is able,in all input-acceptingstatesto tran-
sition (possiblyto the samestateor to a failure/termination
state)in responseo ary input value, thus “hardening”it
againstall possibleinputs.

Implementation Conformity:  While notyeta perfected
art, therehasbeenmuchwork toward low-overheadnte-
gration of model building and model checkingwith soft-
wareengineeringprocessesGivena relatively stablesoft-
ware architectureand not-too-rapidlymoving setof inter-
faces,it is proposedthat by applying “slicing” rulesto
sourcecodea veri cation systemcanextractonly thatin-
formation relevant to the propertiesand behaiors being
modeledthenregularly build andre-validatemodelsfrom
sourceandcheckthemfor the desiredcorrectnessnterop-
erability, andhardeningpropertiediscussedbove.

The prospectof very-low-overheadtools of this kind
nding theirwayinto thedevelopmenprocessparticularly
for systemsoftware,is certainlyalluring. Thattheresearch
communityis generatinguchtoolsin conjunctionnotonly
with academicand experimentalanguagesbut with such
favoritesasC[11, 12, 10] andJava[4, 7], is causdor hope;
this could constitutea much-neededmprovementthe the
stateof theartif [13] is any indication.

3 Verifying HTTP: A CaseStudy

In this sectionwe presentur methodologyfor evaluating
the safety of compositionof Web communicationproto-
colsin NETBENCH, by working througha casestudythat
assessethe correctnessand interoperabilityof the vari-
ousrevisionsof theHTTP speci cationwith respecto the
100 Continue feature. The exploration and analyses



we presentfor this casestudywill sene asatemplatefor
moresuchwork in the future with otherapplication-layer
protocols.

3.1 A Propos

In HTTP/1.0,all transactionfiada very simpleandstate-
lesscommunicatiormodel: A client would senda whole
request,.e., a requestline, a setof headersand an op-
tional requestentity; The sener, afterreceving the whole
requestwould respondwith a statudline, a setof headers,
andanoptionalresponsdeader

One of the desiredfeaturesfor the 1.1 revision of the
protocol was the ability for clientsto avoid transmitting
very large entitieswith their requestsf the end result of
the transactionwas to be some simple failure indepen-
dent of the contentof the document(suchas an authen-
tication failure or temporarysener condition)[14]. Con-
ceptually this mirrors conditionaloperationgsuchasthe
If-Modified-Since header)which allow a response
entityto besuppresset its transmissiors deemedinnec-
essary

This is was donein RFC2068by allowing clients to
pausebeforesendinghe optionalrequesentity; thesener
couldthensenda responsewith an error codein the sta-
tusline, informing theclientthattherequestvould fail and
therequestentity shouldnot be sent;alternatelythe sener
could senda 100 Continue responsewhich tells the
clientto proceedwith sendingthe requestentity (although
it doesnot guaranteghatthe nal responsemight not still
be someerrorcondition).

While the original speci cation of the continuation
mechanisnfthel00 Continue responséeaderasgov-
ernedby [5, §8.2and§10.1.1])wasclearly soundwith re-
specto thesimpleclient-serercasestherewasambiguity
asto the correctbehaiors of intermediaryproxies;com-
pelling agumentscould be madethatthe RFC's language
recommendediequired,or suggestedhat the mechanism
be appliedeither hop-by-hopor end-to-endwith respect
to a chain of proxies. Under at leastone of theseinter
pretations certaincombinationsof correctlyimplemented
componentsn the client-proxy-sererchainwereproneto
deadlocK17]. Thisproblemwasaddresseiuh thenext pub-
lic revision of the spec(RFC2616)by the introductionof
the Expect mechanism6, §8.2.3] and the clari cation
of thesemanticof 100 Continue [6, §10.1.1]with re-
spectto proxies. Giventhatmary existing 1.1 implemen-
tationsconformedto variousinterpretationsof the earlier
versionof the spec,it was decidedthat RFC2616should
alsoincludea numberof heuristicsto try to ensurecorrect
interoperatiorwith thoseimplementations. This quagmire

3This naturally raisesseveral fair administratie and technicalques-
tions. For example: Was RFC2068really ready to be releasedas
a Standards-fack RFC? Given the numerousissuesraised in post-
RFC2068draftsandthe numberof heuristicsneededo interoperatevith
“old” HTTP/1.1agentswould it not have mademoretechnicalsenseo

of protocolversionsspeci cationversionsspecial-casa-
teroperabilityrules,andthe setof possiblecombination®of
revisionsin the differentroles, makesit very dif cult to
say arything with certaintyaboutthe correctnessandin-
teroperabilityof the speci cation;we cansaythatit seems
empiricallyto becorrect,or perhapshatit is evenarguably
correct,but notthatit is provably so.

As a casestudyin the applicationof formal methodsto
the problemsof a protocol's correctnessinteroperability
andhardeningwe usedthe SPiN tool [9] from Bell Labsto
constructandverify modelsof the expect/continuédeha-
ior of clients,proxies,andsenersconformingto RFC1945
(HTTP/1.0),multipleinterpretation®f RFC2068obsolete
HTTP/1.1),andRFC2616HTTP/1.1)#

3.2 PROMELA and SPIN

PROMELA, the PROcess(or PROtocol) MEta LAnguage,
is the input languageto the SPIN veri er [9]. PROMELA
is a non-deterministiguardedcommandanguagewhich
meang(informally) thatit canrepresensetsof simultane-
ouslyvalid reactiongo the stateof andinputsto a process,
andthata processcan“sleep” on booleanexpressionsor
externalevents. MasteringPROMELA's syntaxandgram-
mar is a straightforvard exercisefor anyonefamiliar with
imperative programmingand the syntaxof C; mastering
its semanticssimply requiresa familiarity with the event-
drivenor state-machine-drenprogrammingechniques.
PROMELA providesa setof abstractionsorvenientto
modelinglocal and distributed protocolsand systemsjn-
cluding dynamically creatableprocesseswith accessto
bothlocal andglobalvariables,'dummy” variableswhich
do not effect the analyzedstatespaceof the model, nite-
lengthmessaggueuesandasetof sendreceive,andpoll-
type operatorsvhich canoperateon thosequeues.
WhenSPIN is runonaPROMELA program,it beginsby
transformingeachprocesslescriptiorinto a nite statema-
chine.After performingsomeanalysisandstatereductions,
it performsa depth- rst searchof executionpathsof the
whole program,searchingor caseswhich violate a setof
constraints.The easiespropertyto testfor is deadlock;f
thesystencanreachastatein whichoneor moreprocesses
have notterminatecandno processhasa runnableinstruc-
tion (i.e., all processesare“asleep”waiting for predicates
to changeor eventsto occur),thenthe systemis deadlock-
prone,and the executionpath leadingto that instanceof
deadlockis outputto theuser® Sincedepth- rstsearctcan
easily lead to extremely long exemplars,the systemcan
thencontinuethesearchwhile boundingthedepth,looking

namethe RFC2616revision HTTP/1.2?

“None of the current errata for RFC2616 listed at
http://purl.org/NET/http-errata pertain to the ex-
pect/continuenechanismsothey arenotaddressed

5Anothertrivially testablepropertyis progress the propertythatary
in nite executionof a processncludesin nitely mary executionsof par
ticularprogressmarlers. Absenceof thispropertyis indicative of livelodk.



for shorterconstraint-violatingexemplarsuntil a shortest
oneis found. If no error casesare found, the systemre-
portssuccesso theuser

3.3 PROMELA Model of HTTP Expectation
and Continuation

Thekey to building usefulandanalyzablemodelsis to ab-
stractaway enoughdetailsto make the modelsa manage-
able size while retainingenoughdetail to be meaningful
andre ective of theunderlyingprocesseandbehaiors.

To representhe basicunits of communicationamong
HTTP agentspur modelstransmitandreceve six typesof
messagefPROMELA “mtype ”s):

reguest - corresponddo the “Request’ grammarin [6,
§5] up to and including the CRLF, but excluding
the[ message-body ]. This messagearriesa
parametestructurewith the following elds:

version - Versionof the agentsendingthis message.

HTTP.09,HTTP-10, HTTP_11, or somehigher
value.

hasentity - Boolean indicator of whether a
message-body  will follow the request.
This is an abstractiornof the rulesfor inclusion
foundin [6, §4.3 95] etc

expect100- Booleanindicatorof the presencer ab-
senceof the 100-continue  in the Expect
header Only setexplicitly by RFC2616client
implementations,althoughit may be “passed
on” by RFC1945proxies.

close - Boolean ag thatthe clientis requestinghe
connectionbe closedafter this requestis com-
pleted.

response- correspondso the “Response’grammatin [6,
§6] up to andincludingthe CRLF, but excludingthe|[
message-body ] . Thismessagearriesaparame-
ter structurewith thefollowing elds:

version - As above.

hasentity - As above; abstractiorfor therulesin [6,
§4.396] etc

close - Boolean ag indicating that the sener will
closethe connectionwhenits responsédasbeen
completelysent.

continue - correspondso a“Responsefwith a statuscode
of 100 (“Continue”) and subjectto the otherrestric-
tionsof [6, §10.1,§10.1.1]°

6To correctlyimplemen(6, §8.2.395], wewould alsoadda parameter
indicatingfrom which nodethis message®riginated. Unfortunately it is
unclearthataclientcouldactuallyunambiguouslyleducevhetherames-
sagecomesfrom anorigin seneror not,asdiscussedbelow in footnote10;
hencewe omit this from our model.

entitypiece - a block of bytes constituting part of a
message-body .

entityend - a block of bytes marking the end of a
message-body . This messagds only sentim-
mediately after one or more entitypieces, and is
an abstractionfor the various mechanismswhich
can be used to delineate a message-body

(Content-Length , the chunked Transfer
Encodingthemultipart/byteranges Content-
Type,etc).

eof - a“close” event,in which a party to the connection

explicitly shutsdown thetransport.

This datais sufcient to control all of the behaiors
surrounding Continuationdescribedin [5, §8.2, §10.1,
§10.1.1]and[6, §8.2.3,§10.1,8§10.1.1,814.20]. We do
not currentlymodelthe bacloff-and-retrymechanisndis-
cussedn [6, §8.2.4].

3.4

For eachrole de ned by HTTP (client, proxy, sener) and
for eachrevision of the spec(RFC 1945,2068,and2616),
a PROMELA processmodel (or proctype ) wascreated
for agentsacting as that role/revision. The namingcon-
ventionis role-rfc#[-variant]; for example,an RFC2616
(HTTP/1.1)sener is calledserver2616 andthe hop-by-
hop interpretationof an RFC2068proxy is proxy-2068-
hbh

All agents(including RFC1945agents)are assumedo
usepersistentonnectionsthis simpli cation allows usto
exhaustthe spaceof transactiorsequencewithout having
to spavn multiple agents,andalsonaturally emulateshe
“upstreamversioncache”featureappearingn HTTP/1.1.
Pipelining is not implementedbecauseit has no effect
(causally)uponary agents behaior (apartfrom a more
generalissuewith clientsusingblocking write operations
in the presencef nite buffer space).

Table 1 lists all of the models,the specthey conform
to, the role they actin, their approximatesizein lines of
PROMELA code(LOC), andcommentsoncerningheirin-
terpretatiorof the speci cations(asdiscussedbelow). The
PROMELA codeis quitereadableandis availablefrom the
authorswebsite’.

The HTTP/1.0proxy is modeledasa HTTP/1.0client
attachedo aHTTP/1.0sener;it waitsfor anentirerequest
(entityincluded)to arrive, thenforwardsthewholerequest
to the next upstreamagent,andsimilarly for theresponse.
In themoregenerakcase anHTTP/1.0proxy couldchoose
to passhroughrequestindresponsentitiesprogressiely
asit receivesthem,but thatbehaior would be causallyin-
distinguishabldo its peersfrom the whole-entitymethod
we employ.

Implementations of Agents

"Codeandotherinformationcanbefoundat
http://cs-people.bu.edu/artdodge/research/httpveri fyl



| Name | Models | Role | LOC | Comments
client-1945 RFC1945(1.0) | Client 60 | supportkeepalve;trivial
client-2068 RFC20681.1) | Client | 110
client-2616 RFC2616(1.1) | Client | 110
sener-1945 RFC1945(1.0) | Sener 60 | supportkeepalve;trivial
sener-2068 RFC2068(1.1) | Sener 90
sener-2616 RFC2616(1.1) | Sener | 150 | MAY in [6, §8.2.398]

is “MUST aftertimeout”
sener2616-may | RFC2616(1.1) | Sener | 150 | implementd6, §8.2.398] asMAY
proxy-1945 RFC1945(1.0) | Proxy | 115 | bufferswholerequests/responses;

supportkeepalve;

MAY pasghru “expect-100"
proxy-2068-e2e RFC2068(1.1) | Proxy | 160 | end-to-endcontinuemechanism
proxy-2068-hbh RFC2068(1.1) | Proxy | 170 | hop-by-hopcontinuemechanism
proxy-2068-hyrid | RFC2068(1.1) | Proxy | 280 | selectHBH or E2Erandomlyperrequest
proxy-2616 RFC2616(1.1) | Proxy | 150
proxy-2616- xed | RFC2616(1.1) | Proxy | 155 | Fixesapotentialdeadlockcase(seeSection3.7)

Tablel: HTTP AgentModels

With regardto the behaior of proxies,RFC2068allows
severalcon icting interpretationsto dealwith this, we cre-
atedseveral variationson the proxy-2068model, differen-
tiatedby a sufx addedto the name. The threeRFC2068
proxy modelsare:

proxy-2068-e2e- Interpretscontinuationasanend-to-end
mechanismwherebythe proxy will notasktheclient
to “Continue” until its upstreamagenthasasledit to
“Continue”

proxy-2068-hbh - Interpretscontinuationasa hop-by-hop
mechanism;the proxy tells the client to continue,
readsits message-body , thenforwardstherequest
upstreamandwaits for a “Continue” messagéefore
forwardingthemessage-body .

proxy-2068-hybrid - As eachrequestrrives,choosesan-
domly betweerthe-e2eand-hbhinterpretationsThis
isthegenerataseof a2068proxy, meaningasuccess-
ful validationagainsit providesuswith the strongest
result; unfortunatelyit is also(by far) the mostcom-
putationally expensve agentto model. Unlessoth-
erwise noted, this model is always used when an
RFC2068proxy is called for, asit completelysub-
sumeghebehaior of the othertwo.

We have madeserver2616 alwaysemploy the interop-
erability clausein [6, §8.2.398] whenthe systemencoun-
tersatimeout. While the speci cationmakesthis behaior
a MAY, allowing the modelto omit it introducesobvious
potentialdeadlockcaseswvheninteractingwith RFC2068
downstreampeers. While not expoundedfurther in this
paper we corvincedoursehesof this propertyby replac-
ing server2616agentsn severalcleanlyvalidatedarrange-
mentswith a model we call server2616-maywhich can

choosearbitrarily to omit this behaior, and found the
samedeadlocksarising as in arrangementsvith server
1945 agents. This is an intuitively obvious result, since
the non-MAY sener behaior when interactingwith an
RFC2068&lient (notsendingaContinue andwaiting ar-
bitrarily long for the requestmessage-body ) is indis-
tinguishablefrom server1945s behavior with the excep-
tion thatdownstreamrmodesmayhave previously corvinced
themselesthataContinue messagevill beproducedy
thissener.

3.5 Validation Cases

To provethecorrectnes®f HTTP/1.1(RFC2616)we need
to verify thatall client-senerandclient-proxy-serercom-
binationsof RFC2616agentscanbe validatedby the SPIN
system. We begin by verifying that the simple client-
senercaseandtheclient-proxy-serercasearebothcorrect
(deadlock-free)Fromtherewe needto somehav corvince
oursehesthatlonger(and perhapsarbitrarily so) seriesof
intervening proxiesare also correctby the samecriteria,
as explicitly modelingan arbitrarily long proxy chainis
clearlynotpossible.

Gainingcon dencein theinteropeability propertyis a
muchmoreinvolved processfor a client-proxy-serer ar-
chitecturdike HTTP, atrivial approachrequiresusto ver
ify asmary asC x S x (Ef;o P?) arrangementsf agents,
whereC' is the numberof client models(three), P is the
numberof proxy models(three),S is the numberof sener
models(three),and NV is a heuristicboundon thelengthof
the proxy chain. Onceagain,the numberof arrangements
to be checled quickly becomesinwieldyas N grows, and
verifying all arrangementsvshen N = oo is not possible
with nite computationsoothermeansarerequiredto rea-
sonaboutlongerchains.



| | Client | Proxy | Sener | Result | Comments
2.1 | 1945 | all all clean
2.2 | all 1945 all clean
2.3 all all 2068,2616| clean
2.4 all all 1945 deadlock
2.5 | 2068 | 2068-hybrid| 1945 deadlock
2.6 | 2068 | 2068-e2e 1945 deadlock| guilty for 2.5
2.7 | 2068 | 2068-hbh 1945 clean innocentof 2.5
2.8 | 2068 | 2616 1945 deadlock
29| 2616 | 2068-hybrid| 1945 deadlock
2.10| 2616 | 2068-e2e 1945 clean innocentof 2.9?
2.11| 2616 | 2068-hbh 1945 clean innocentof 2.97?
2.12| 2616 | 2616 1945 clean

Table2: Experimentdo LocalizelnteroperabilityProblemdor P = 1
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Figurel: MSC for Buffer Write Deadlock

3.6 CorrectnessRkesults

To oursurprisewhentestingtheclient-2616-server2616
arrangementSPIN promptly returneda very short dead-
lock casein which boththeclientandsener endup sleep-
ing in write operationsmutually waiting for buffer space
to becomeavailable. This casearisesas follows: The
clientthensendsa requestbut doesnot setthe Expect:

100-continue  header The senerrecevesthe request
anddecidedo rejectit, andthusimmediatelybegins send-
ing its responseand the entity that follows. Meanwhile,
the client hasbegunto sendthe requesimessage-body

without waiting to hearfrom the sener® This situationis
illustratedby themessagsequencehart(MSC)in Figure
1; step24 is the only “receive” thatis executed;conse-
quently the messagejueues(eachwith a capacityof 5)
both Il, causingboth processeso block in their write
operationsin steps40 and 42. In practice, this would
commonlyrequiretherequesmessage-body to exceed
128KB (64KB of sendbuffer atthe clientand64KB of re-
ceive buffer at the sener), and the responséheadersand
message-body to likewise exceed128KB. It is not sur
prisingthatthis errorwouldrarelyif everoccurin practice;
while it is becomingcommonpracticeto submitimagesin
requestgwhich caneasilyexceed128KB), errorresponses
still tendto befairly smallin mostcases.

In anidealworld, thisdeadlockwould be purelyadefen-
sive engineerindi.e. security)concernhowever, themore
involved communicationrmodel of HTTP/1.1allows it to
arisein totally benerolentervironmentsbetweerconform-
ing implementationslf animplementatiorof HTTP/1.1is
susceptibleo this deadlockunderbeneolent conditions,
thenit is alsopossiblefor a malevolent peerto capitalize
uponit to producea degradation-of-servicattack upon
a sener by causingit to unproductvely consumelarge
amountsf outboundbuffer space Thus,in this casegood
closed-systenengineeringand hardeningof the systento
interactwith the open-systenworld are coincidentaland
agreeinggoals.

To remove this deadlockfrom all of our models, we
changeda macrowhich producedarbitrarily long entities
(both for requestsand responses)o produceshort x ed-
lengthones(oneentitypiece messagefollowedby anen-
tity end), andwe enlagedthe buffersin eachdirectionso
thatthe entiremodeledsequencef messagesonstituting
ary client'sor sener's partin themostinvolvedof transac-
tionscould t comfortablyin the buffers.

8This situation can also arise if the client sets the
Expect:100-continue headerbut electsnot to wait for a response
to begin sending;this is allowable behaiors undermost conditionsin
RFC2616.



—servermodels
client—proxy | 1945 | 2068 | 2616
1945-1945
1945-2068 clean[2.1]
1945-2616
2068-1945 clean[2.2]
2068-2068 | deadloc{2.5]

I 2.

20682616 | deadlock2.8] | C con2-3l
2616-1945 clean[2.2]
2616-2068 | deadlocK2.9]
2616-2616 | clean2.12] | Ccan(z-Sl

Table3: Safetyof all client—proxy—serverPermutations

Having removed the buffering deadlockfrom our mod-
els,wefoundthatreasonablghortRFC2616-onharrange-
mentswere all veri ably correct. The veri cation of the
rst threearrangementgN = 0, 1, 2) requiredlessthan30
secondof CPUtime?

3.7

SPIN requiredonly a few secondgo testall nine client-
sener casesAs noneof thesecasegivesriseto ary dead-
lock conditions,we are con dent that all threerevisions
of HTTP interoperategracefullyin simpleclient-sener ar-
rangements.

Searchingthrough the client-proxy-serer casesis a
moreinvolved processithe seriesof experimentsis listed
in Table 2, andthe resultinginteroperabilitymatrix given
in Table3. Wherever the word “all” appearsn Table 2,
it re ects a run of the veri er in which all three princi-
pal revisionsof thatagentaretestedn thatrole; similarly,
wheremultiple modelsarelisted, they are both testedex-
plicitly by that experiments model. The resultis either
“clean” (indicatinga successfulalidationof all members
of thedescribedetof arrangementg)r “deadlock”(mean-
ing at leastoneof the arrangementdescribeds proneto
a deadlockcondition). Eachresultin Table 3 includesa
referenceto one experimentin the formerwhich provesit
(severalcellsareactuallyprovenby multiple experiments).
Theexperimentaisedio producehetablerequiredroughly
15 minutesof CPU time; the processof choosinga test-
ing stratgy andsettingup the experimentsvasby far the
clock-timebottleneckontheveri cation process.

Inter operability Results

Classic1.1/1.1/1.(Deadlock: The rst classof deadlock
detectedn experiments2.5, 2.6 and 2.7 arere ected by
the example MSC shavn in Figure2. Thesecaseswere
identi ed in 19970on the HTTP-WG mailing list [17], and
we referto themasthe “classic” continuationdeadlockin

9Timing resultsfor experimentsdiscussedn this papewereacquired
usinga QuadPentiumll 450MHzsystemwith 2GB of RAM; initially, the
modelsweredevelopedandthe N € {0, 1} arrangementall testedon a
modesd00MHz Mobile Pentiumll laptopwith 128MB of RAM.
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Figure2: ExampleMSC for Deadlockof 1.1 Client, 2068
Proxy, 1.0 Sener

whichanend-to-endnterpretatioratthe proxy hasnorule
to causet to balk whenit cannotexpectits upstreanmagent
toprovideal00 Continue messagandhasnocompul-
sionto initiate its own (or alternatiely, anerrormessage).
Note that an RFC2068client will only wait for a 100
Continue if it believesit is interactingwith anHTTP/1.1
upstrearmagentwe modeltherecommendedersioncache
by simply having eachagentremembetthe versionnum-
bersof its peerdor thelife of apersistentonnectionThis
is why a simpleandsuccessfutequesis completedn the
MSC beforethe actualdeadlockingequesis made;in the
wild, the deadlockcouldjust aseasilyarisein the rst re-
questof a persistentonnectiorif the versioncachevalues
arein place.

Deadlock Involving an RFC2616 Proxy: Experiment
2.8 took us by surprise,asit is virtually identicalto the
“classic” deadlockmentionedabove, exceptthatit includes
an RFC2616proxy (the revision that was supposedo in-
teroperategracefully with older revisions)! The shortest
exampleMSC is virtually identicalto Figure2. Following
the warmingof the versioncachesthe client, believing it
is communicatingvith anHTTP/1.1senerwhichwill pro-
videit witha100 Continue signal,sendsequeshead-



ersindicatinga message-body will follow. Becauset
implementsRFC2068t doesnot know aboutthe Expect
headersoit doesnot sendit.

The proxy is simply unableto resole this situation
correctly using the rules of RFC2616; it knows that
the upstreamsener is HTTP/1.0and neitherunderstands
Expect norwill it provide 100 Continue . However,
while RFC2616requiresthatin sucha casea requestto
a proxy including a 100-continue  expectationbe an-
sweredwith an error responsestatusof 417 (Expectation
Failed)[6, §8.2.3913,14],this requirementoesnot apply
to requestsvhich have no Expect headerastherequest
from the client-2068agentdoesnot.

While RFC2068does not say that clients in general
MUST waitfor a100from anupstreansener, it is required
underthe“retry” rulesif theupstrearmagentis knownto be
HTTP/1.1,andnowherein thatspecareclientsrequiredto
boundthetime they will wait for a Continuemessage.

This deadlockcanbe resoled by alteringthe specand
borraving an idea from a compatibility rule for origin
senersin [6, §8.2.3 48] andallowing (requiring?) prox-
iesto initiate theirown 100 Continue messagewhen
they receve an HTTP/1.1PUT or POSTrequestwithout
a 100-continue  expectationtoken and know that the
next sener upstreams HTTP/1.0or hasnever senta 100
Continue messageWe modelthis behaior usingproxy-
2616- xed if it replaceproxy-2616n experiment2.8,that
experimentsuccessfullyalidateswithout deadlocking.

Hybrid Proxy Deadlock: Oneinterestingdeadlockcon-
dition arisespurely becauseve usethe -hybrid modelin
our experimentsan exampleof this deadlocks illustrated
in Figure3. Notice how experiment2.9 reportsa potential
deadlock,while experiments2.10and 2.11 show that re-
placingthe -hybrid nodewith either-e2eor -hbh leadsto
a cleanvalidation; this is simply explainedby one of the
clientrulesin RFC26146, §8.2.395] which (interestingly
enough)wasaddedto try to work aroundsuchproblems.
This rule allows the client to wait inde nitely for a sener
to provideit with a100 Continue messagéf it hasre-
ceived one from that sener before; the proxy switching
from its -hbh persona(which provides100 Continue
messageautonomouslyjo its -e2epersongwhich cannot
produceone,nordoesit know how to balk atits knowledge
thattheupstreanseneris HTTP/1.0)10

1O0while the specis particularaboutonly regarding100 Continue
messagewhich actuallycomefrom the origin sener, it is not clearthat
a client can correctly disambiguatevhethersucha messageamefrom
the origin sener. The only way a client could do so is by comparing
the Via headersfrom a 100 Continue and the following nal re-
sponselt is notclearthatcorrectproxieswill appendvia headerso 100
Continue messagesince[6, §10.1]which describegproxy forwarding
behaior for 1xx messagesaysthat “There are no requiredheadergor
this classof statuscode”;while it would be agoodinterpretve stepto al-
waysaddVia , makingthatrequiremenexplicit would helpfurtherclar
ify the spec. Regardlessgiven this ambiguity a client musteithernever
wait inde nitely (which violatesthe spirit of therule, but is onebehaior
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Figure3: ExampleMSC for Hybrid Proxy Deadlock

Longer Chains A summaryof experimentsfor client-
proxy-proxy-serer(i.e. N = 2) arrangements presented
in Table4, with thesafetymatrix of the81 primaryarrange-
mentspresentedn Table5 usingthesameformatasabove.
Table5 alsorefersto experimentsfrom Table 2 wherethe
the deadlockdrom the two experimentsarisefor the same
causes.

For example,we noticeimmediatelythatmary N = 2
deadlocksare analogouswith experiment2.8, thatis, be-
causeproxy-2616is unableto correctlyreconcilethe client
(client-2069's lack of a Expect: 100-continue
headewvith theproxy'sknowledgethattheupstreansener
is HTTP/1.0andwill thereforenot provide a Continue
messageThisis aproblemwhichwe addressedborewith

capturedby our models)or wait inde nitely underuncertainconditions
(which is alsoa behaior capturedin our model, the selectionof which
leadsto this deadlock).



| | Client | Proxy | Proxy | Sener | Result |
| 41] all | 1945 | all | all | clean ]
4.2 | 1945 all 1945 all clean
4.3 | all of 2068,2616| 2068-hybrid 1945 all deadlock
4.4 | 2068 2068-e2e 1945 all deadlock
4.5 | 2068,2616 2068-hbh 1945 all clean
4.6 | 2068 2616 1945 all deadlock
4.7 | 2616 2068-e2e;hbh | 1945 all clean
4.8 | 2616 2616 1945 all clean
| 49] all | all | 2068,2616 | 2616 | clean |
4,10 | all 2068 2616 1945 deadlock
4,11 | 1945,2616 2616 2616 1945 clean
4.12 | 2068 2616 2616 1945 | deadlock
4.13 | 2068,2616 2068,2616 2068 1945 deadlock
4.14 | 1945 2068 2068 1945 | deadlock
4.15| 1945 2616 2068 1945 | clean

Table4: Localizing InteroperabilityProblemdor P = 2

the proxy-2616- xedmodel.
Identifying suchrelationshipshelpedin discoveringthe
setof reductionrulesandfailure classesliscussedbelow.

4 State SpaceReduction

In the previoussectionwe demonstratetiov NETBENCH
would beableto leveragethe SpiN formal veri cation tool
to discover variousunsafebehaiors of nitely long pro-
tocol (e.g., HTTP) compositions.One of the hurdlesthat
facemary tools suchas SPIN is the statespaceexplosion
problem, which raisesconcernsasto their scalability for
non-toy problems;the extremeinstanceof this problemis
the inability of suchtools to validatethe (in nite) setof
all arbitrarily large systemsdirectly usinga nite model.
In this section,we show that the applicationof domain-
speci ¢ knowledgecanmitigatethis problem.

Since every deadlockcasewhich appearsn the two-
proxy experimentsis re ective of a deadlockcondition
alreadydiscoveredin the single-proxyexperiments,and
sinceHTTP's behaiors are all eitherend-to-endor hop-
by-hop, it would seemreasonabl¢o guessthat (for these
modelsat least)thereare deadlock-prongatternswhich
longer chainscould be checled for to determinewhether
they will be deadlock-proner not. This leadsusto pos-
tulate a setof reductionrules,accordingto which we can
organizeandpartitionthein nitely largesearchspaceof ar
rangementinto classeavhich areequialentwith respect
to beingdeadlock-proner deadlock-safe.

Reductions: Sincethe setof arrangementseedingex-
plicit validationgrows exponentiallywith N, it makesfar
moresenseo talk aboutthe propertiesof subsequencesf
agentsand build up a descriptionof the setof deadlock-
ing arrangementgor its inversion,the setof safearrange-
ments). Essentiallywe would like to describea language

(in the formal sense)of arrangementsvhich fall into ei-
ther catgory. Towardthatend,we heredescribetwo sets
of ndings: Firstarea setof relationscalled“reductions”
which map large setsof arrangementsnto smallersets;
Secondare failure patterns that is, sequencesf agents
which describea deadlock-proneonditionin ary arrange-
ment(or arrangementeducibleto one)which they match.

Throughcarefulstudyof our interoperabilityresultsand
ourmodelsof theprotocolagentsywe have beenablemanu-
ally to deducea setof reductionssomeexamplesof which
aregivenbelow. Thesereductiongresere the propertyof
safetywith respectio expectation if a given arrangement
of agentss deadlock-pronethenary arrangemenwhichis
reducibleto thatonewill alsobedeadlock-proneandlike-
wiseary arrangemerit reducego will bedeadlock-prone;
the sameholdsfor arrangementwhich aredeadlock-free.
Notethatmostof thesereductioncanbeiteratively andre-
cursiely applied;for example,whenonereductionallows
a chain of agentsto reduceto a single agent,that single
agentis truly single and quali es for reductionvia other
ruleswhich call for singleagents.

While we are exploring techniquesfor deducingthese
equialencerelationshipamechanicallyratherthan manu-
ally, thatwork is beyondthe scopeof this paper

1. Our model of a proxy-1945is, thanksto restric-
tions placed upon HTTP/1.1 agents, indistinguish-
able from a server1945to downstream(toward the
client) agentsin indistinguishabldrom a client-1945
to upstreamagents; consequentlythe arrangement
X—proxy-1945-y veri es if andonly if x—server
1945andclient-1945-y bothverify.

2. As acorollaryto 1, a seriesof proxy-1945agentsis
equialentto a single suchagentbecausesachhop
is modeledby the client-1945-serverl945arrange-
mentwhich is deadlock-free. That single agentcan
itself thenberemovedusingl.



—senermodels
client—proxy—proxy | 1945 2068 2616
1945-1945-1945 | clean[4.1] clean[4.1] clean[4.1]
1945-1945-2068 | clean[4.1] clean[4.1] clean[4.1]
1945-1945-2616 | clean[4.1] clean[4.1] clean[4.1]
1945-2068-1945 | clean[4.2] clean[4.2] clean[4.2]
1945-2068-2068 | deadlocK4.14,2.5] | clean[4.9] clean[4.9]
1945-2068-2616 | deadloci4.10,2.8] | clean[4.9] clean[4.9]
1945-2616-1945 | clean[4.2] clean[4.2] clean[4.2]
1945-2616-2068 | clean[4.15] clean[4.9] clean[4.9]
1945-2616-2616 | clean[4.11] clean[4.9] clean[4.9]
2068-1945-1945 | clean[4.1] clean[4.1] clean[4.1]
2068-1945-2068 | clean[4.1] clean[4.1] clean[4.1]
2068-1945-2616 | clean[4.1] clean[4.1] clean[4.1]
2068-2068-1945 | deadlocK4.3,2.5] | deadlocK4.3,2.5] | deadlocK4.3,2.5]
2068-2068-2068 | deadloc4.13,2.5] | clean[4.9] clean[4.9]
2068-2068-2616 | deadlocK4.10,2.8] | clean[4.9] clean[4.9]
2068-2616-1945 | deadlocK4.6,2.8] | deadlocK4.6,2.8] | deadlocK4.6,2.8]
2068-2616-2068 | deadlocK4.13,2.8] | clean[4.9] clean[4.9]
2068-2616-2616 | deadloc4.12,2.8] | clean[4.9] clean[4.9]
2616-1945-1945 | clean[4.1] clean[4.1] clean[4.1]
2616-1945-2068 | clean[4.1] clean[4.1] clean[4.1]
2616-1945-2616 | clean[4.1] clean[4.1] clean[4.1]
2616-2068-1945 | deadlocK4.3,2.9] | deadlocK4.3,2.9] | deadlocK4.3,2.9]
2616-2068-2068 | deadloc4.13,2.5] | clean[4.9] clean[4.9]
2616-2068-2616 | deadlocK4.10,2.8] | clean[4.9] clean[4.9]
2616-2616-1945 | clean[4.8] clean[4.8] clean[4.8]
2616-2616-2068 | deadlocK4.13,2.9] | clean[4.9] clean[4.9]
2616-2616-2616 | clean[4.11] clean[4.9] clean[4.9]

Table5: Safetyof all client—proxy—proxy—senerPermutations

3. When a proxy-2616 immediately follows a client-
2614 it is equivalentto an arrangemenin which the
proxy-2616is absent.

4. Thesamecanbesaidof proxy-2616whenit immedi-
atelyprecedeserver2616

5. A seriesof proxy-2616agentsarywherein the ar
rangementeducego asingleproxy-2616

6. Unfortunately argumentslike 2 and 5 do not apply
directly to proxy-2068-hybridHowever, ary seriesof
-hybrid agentof lengthgreatetthan2 is equivalentto
oneof length2.

7. Takingamorecarefullook attheinteractionsetween
client-1945andanimmediatelyupstreanproxy-2068-
hybridwe nd that,to upstrearmodesthatparticular
pairis indistinguishabldrom a client-2068

Giventhatall client-serer pairsareclean,this setof re-
ductionis alreadysufcient to explain all but ve of the
24 cleanvalidationsfor the N = 1 experimentdn Tables2
and3 becaus¢hey arereducibleto cleanclient-senercases

(N = 0). Those ve casesll involve the peculiaritiesof
interactionsbetweenRFC2068and RFC2616-conforming
HTTP/1.1agents.

Theabovereductionsarediscussedndjusti ed in some
greatedepthin [2], whichalsopresentsomeadditionalre-
ductionrelations;mostof the omittedreductionsdealonly
with the -e2eand-hbhvariantsof proxy-2068

Failure Patterns: From our interoperability experi-
ments,we have deducedwo patternswhich canidentify
which longer chainswill andwill not be deadlock-prone:
if alongerchaincanbe reducedto a chaincontainingei-
therof thesepatternsit is adeadlock-pronarrangement.

Both of thesecasesinvolve interactingwith an agent
with abehavior equivalentto server1945 Recallthatin the
wild, this couldincludeRFC2616senerswhichdonotim-
plementthe interoperabilityMAY (i.e., senerswhich cor-
respondo theserver2616-maymodeldiscussedh Section
3.4) andareinteractingwith an HTTP/1.1proxy immedi-
atelydownstream.

1. Any arrangemerit whichanHTTP/1.1proxy(proxy-
2068-hybrid or proxy-261§ must interact with an



RFC2068 agent immediately downstream (client-
2068 or proxy-2068-hybridl and a server1945 (or

equialent) agent immediately upstream will be
deadlock-proneThiswasdiscusse@bovein connec-
tion with experiment2.8, and also correspondsvith

experiment2.5,4.3,4.6,4.10,4.13,and4.14.

2. Any arrangemenin which a proxy-2068mustinter-
actwith a streamof entirely HTTP/1.1agentsdown-
streamwhetherRFC20680r 2616)andaserver1945
(or equivalent) agentimmediately upstreamwill be
deadlock-prone.This rule correspondsith experi-
ments2.5,2.9,4.3,and4.13.

More particularfailurepatternsvhichdistinguishamong
the -hybrid, -e2e and -hbh variants of proxy-2068are
straigtforwardto derive, but arenot presentedh this paper
asthey addlittle in the way of methodologicabr intuitive
insight;for now, we simply notethatundersomeconditions
it is the-e2epersonaf -hybrid whichis responsibldor the
deadlock(in which casesubstitutionby an-hbhwould al-
leviatethecondition),while underotherconditionsit is the
factthat-hybrid agentsof any avor will wait inde nitely
without sendingthe Expect: 100-continue ag.

Thesefailure classescombinedwith thereductionrules
above,aresufcient to explainall of thedeadlockcasedor
the N < 2 arrangementsll N = 1 and N = 2 deadlock-
pronearrangementmatchone of the two patternsby way
of the applicationof oneor fewer reductiongusually1; 5
and7 arealsouseful).

Inde nitely Long Arrangements In anotherforthcom-
ing paper|3], we shav thattheseresultsarenot sufcient
to characterizéhein nite setof all possiblearrangements
through nitely mary modelchecks We thenshow thatby
addinga particularreductionwhich only appliesto cases
of N > 3, every memberof the in nite setof all possi-
ble arrangements reducibleto oneof 53 modelsof length
N < 4. While the methodologybehindthis resultis be-
yondthe scopeof this paper we presenthe additionalre-
ductionherefor completeness:

8. Consider arrangementscontaining the sequence
proxy-2068-hybrid»proxy-26 56— proxy-2068-
hybrid. The passie behaior of proxy-2616 will
never initiate a Continuemessagef its own, neither
will it addany expectatiorto the upstreanpathwhich
was absentat the downstream proxy-2068-hybrid
its behaior is end-to-end,and thus it will never
block an inbound messagefurthermore,since both
proxy-2068-hybridand proxy-2616 self-identify as
HTTP/1.1,it will have no effect uponthe perceved
versionsof messageseceved by either proxy-2068-
hybrid. Therefore,this arrangements equivalentto
onein which themiddleproxy-2616is removed.

Basedupon this result and modeling of the necessary
N > 2 caseswefoundthatourtwo failurepatternsaresuf-
cient to identify all deadlock-pron@rrangementamong

the 53 irreduciblearrangementssinceall arrangementef

arbitrary length are reducibleto membersof this set, we

have thereforeexhaustvely partitionedthe setof all pos-
sible arrangementsand can thereforetrivially determine
whetherary arrangemenbf arbitrarylengthis deadlock-
proneor deadlock-safe.

5 Model Checking,HTTP, and Web Services

It is naturalto ask how generalizablethe methodspre-
sentedin this paperare to other attributesof HTTP, or
to other protocol featuresin general. As alludedto ear
lier, nite-state modelcheckinghasbeenappliedsuccess-
fully to statefulprotocols/protocofeatures suchashand-
shakingandleaderelection. Somefeaturesof HTTP nat-
urally lend themseles to this kind of modeling; expec-
tation/continuatiorand backward-compatiblehandling of
persistentonnectionaretwo straightforvardexamples.

However, muchof HTTP/1.1sfeaturesetandparameter
spaceaarenotactuallylinkedwith thebehaior of HTTP as
such;instead thoseheadersare usedto corvey meta-data
which governshow the applicationswhich employ HTTP
areto handlethe datait is usedto transport.The “correct-
ness”of thesefeaturess not really representable terms
of HTTPitself; rather it requiressomesortof modelof the
HTTP-utilizing applicationwhich canbeveri ed to main-
tain certainpropertiesor avoid certainsequencesf events.
(For example, HTTP/1.1proxy-cachings simply a partic-
ular HTTP intermediaryapplicationwhich is largely con-
trolled by the appropriateportionsof the spec;onewould
have to modeltheinternallogic of the cachemanagement
codein orderto verify thatit conformsto therequirements
of the RFC.) This obsenation, that HTTP tries to specify
and accomplishsereral goalsat several “layers” simulta-
neously[15, 18], wasone argumentwhich emegedfrom
the HTTP-NG initiative for for decomposingHTTPR. In-
deed HTTP/1.1is dif cult to compartmentalizevenona
headetby-headebasis,asheadersuchasWarning and
operatingnodessuchasthetrailers transferencoding
affectandareaffectedby bothHTTP-layerandapplication-
layer events. This can make it dif cult to assesswvhich
featuresaremodelableandveri able, andwhatamountof
knowledgeof HTTP applicationss neededn orderto do
so.

Having saidthat,whenaparticularapplicationis in view
it is certainly practicalto nd abstractionsappropriateto
that application, build models,and devise lists of safety
propertienewishesto maintain(absencef deadlockand
livelock beingonly the mosttrivial of examples);we be-
lieve that as web servicesand other intermediary-drnven
systeme&megeandbegin to notonly employ moresophis-
ticatedandinvolvedfeaturesattheHTTP level, butinteract
amongoneanotheiin non-trivial andcausallyrelatedways,
thatassessinthe correctnessf thosebehaiorsin arigor-
ousandwell-understoodnannemwill becomencreasingly
important. Languagesike PROMELA andfreely available



tools like SPIN malke this processaccessibleo protocol
designersandengineerswhile theinclusionof the ability
to enforcegeneralLTL (Linear TemporalLogic) formulae
givessigni cant expressve power to thosewho may need
it. All of thistakentogethersuggestshatit maybeprudent
to afford a larger placeto formal veri cation of properties
in the developmentof openprotocolsand of composable
Internetservicedn thefuture.

6 Conclusion

While one may be temptedto readthis paperasa heavy-
artillery assaultupon the HTTP/1.1 protocol and the
HTTP-WG which developedit, that was neitherour mo-
tivation nor our goal, nor eventhe emphasisof our result.
Our resultis the beginning of a rigorousanalysisandsys-
tematizationof one setof propertiesof the HTTP proto-
col, namelysafety for encodingin a type systemwhich
we intendto useto imposestrongerdisciplines(andthere-
fore safetypropertiesypontheprogrammingpf distributed
compositionabystemsuchasedgeservices.

In pursuingthis end, we have shovn a humberof in-
terestingresults. First, our attemptsto build modelsfrom
the RFCsin questionhighlightedsereral textual ambigu-
ities (or, arguably errors): 1. The two interpretationsof
100 Continue in RFC2068proxy-2068-e2e-hbh and
-hybrid), 2. The absencef a backward-compatibilityop-
tion for RFC2616proxies(proxy-2616- xed to mirror the
optionfor RFC2616seners,and3. The naturalpresence
of potentialdeadlockcasesfor RFC2616seners choos-
ing not to implementthe backward-compatibility option
(server2616-may. Secondwe have veri ed thatan en-
tirely HTTP/1.1 world (regardlessof which revision) is
deadlock-freeexceptin the presenceof RFC2616seners
whichchoosenotto implementhebackward-compatibility
option. Third, our experimentsuncoveredseveral classes
of agentarrangements which combinationof HTTP/1.1
agentsleadingup to an HTTP/1.0 sener (or equivalent)
agentare proneto deadlock;while this was partially ad-
dressedin the RFC2616revision to HTTP/1.1, certain
failure casesremainin ervironmentsof mixed RFC2068
and RFC2616agents. Fourth, from our experienceswith
thesemodelswe were able to constructa set of reduc-
tion ruleswhich de ne classeof arrangementsf agents
which areequivalentwith respecto the safetyof their ex-
pect/continuébehavior. Theseresults,taken together al-
low usto exhaustvely characterizehe setof all possible
arrangementsf HTTP agents.

In principle, we have illustratedthe valueof a mechani-
cal veri cation systemto enforceclari cation upona stan-
dard document,showvn its ability to quickly identifying
corner casesfor a large numberof component-wiseand
system-wiseénteractionsvhichmaybedif cult to discover
or argueaboutby hand,andillustratedhow the resultsof
suchexperimentscan be usedas groundwork for arguing
aboutthe behaiors of moregeneralrrangementef com-

ponentsof arbitrarysize,resultsthelikesof which will be
of greatinterestto thedesignerandimplementorsf com-
positionaldistributedservicesand applicationsandto the
toolswe expectwill emepgeto supporttheir work.
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