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Abstract
As new and complex multi-party edgeservicesare de-
ployed on the Internet, application-layerprotocolswith
complex communicationmodelsand event dependencies
are increasinglybeing speci�ed and adopted. To ensure
that suchprotocols(andcompositionsthereofwith exist-
ing protocols)do not resultin undesirablebehaviors (e.g.,
deadlocks),a methodologyis desirablefor the automated
checkingof the “safety” of theseprotocols. In this pa-
per, wepresentingredientsof suchamethodology. Specif-
ically, we show how SPIN, a tool from the formal sys-
temsveri�cation community, canbeusedto quickly iden-
tify problematicbehaviors of application-layerprotocols
with non-trivial communicationmodels—suchas HTTP
with the additionof the “100 Continue”mechanism.As
a casestudy, we examineseveralversionsof thespeci�ca-
tion for theContinuemechanism;ourexperimentsmechan-
ically uncover multi-versioninteroperabilityproblems,in-
cludingsomewhich motivatedrevisionsof HTTP/1.1and
somewhichpersistevenin thecurrentversionof theproto-
col. We develop relationsfor describingarbitrarily large
compositionsof HTTP proxies using �nite models,and
also discussthe broaderapplicability of thesetechniques
to openinternetprotocoldevelopment.

Keywords: Formal veri�cation, HTTP, Interoperability,
Model checking,Protocolcomposition.

1 Intr oduction

Statefulmulti-partyprotocolscanbenotoriouslydif�cult to
getright, andtheir designandimplementationis a process
demandingcareful thought. The evolution of the HTTP
protocolis a casein point. While theoriginal formulations
of the HTTP protocol were truly statelessand thus rela-
tively easyto implement,the addition of the multi-stage
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100 Continue mechanismto HTTP/1.1 [14] implic-
itly introducedseveral “states” to the behavior of clients,
servers,andintermediaries.Not surprisingly, an ambigu-
ity wasdiscoveredin thehandlingof thesestateswith re-
spectto intermediarieswhich could,undersome“correct”
interpretations,leadto a deadlockstateamongconforming
implementationsof HTTP/1.1 (RFC2068)and HTTP/1.0
(RFC1945)[17].

For years,analogousproblemshave beencommonplace
in the designof lower-level distributedprotocols;master-
ing all the nuancesof handshaking,rendezvous, mutual
exclusion,leaderelection,and�o w control in sucha way
astoguaranteecorrect,deadlock-free,work-accomplishing
behavior requiresvery carefulthought,andhardeningthe
speci�cationsand implementationsof theseprotocolsto
dealwith misbehaving or potentiallyhostilepeersremains
a dif�cult problemfor engineersat all layersof the stack.
Theseproblemsarise in such settingseven without the
complex multi-versioninteroperabilitygoalsplacedupon
HTTP/1.1 and its revisions; while this may be comfort-
ing to thosewhohaveincorrectlydesignedor implemented
protocolsin thepast,it is discouragingto thoseof uswho
would liketo seeHTTPreachafully-correct“stable”state.

The formal methodsand protocol veri�cation commu-
nitieshave beenmindful of theseproblemsfor sometime,
andhavedevelopedquiteusabletoolswhichallow usto ex-
amineandaddresstheseproblemsin arigorous,unambigu-
ousway [8]. ThePROMELA languageandtheaccompany-
ing SPIN veri�er [9], for example,haveprovenparticularly
well-suitedto describingandanalyzingnon-deterministic
setsof acceptablebehaviors for responsive (event-driven)
systemsandprotocols;sucha view of the world is easily
appliedto multi-stateapplicationlayer protocolsto facili-
tateanalysisof theirbehaviorsandassessmentof theircor-
rectnessin interactingboth with friendly and malevolent
peers.

In thispaper, webringsomeof thesetoolsandprocesses
to bearupon the 100 Continue featureof the HTTP
protocol. In so doing, we identi�ed instancesof failure
modesunderclient-proxy-server operatingarrangements–
some well-known [17] and some apparentlynot. We



have alsoproceededto deducerelationsamongthe setof
sucharrangementswhich identify equivalenceclassesof
deadlock-proneor non-deadlock-pronesituations,andde-
duce two patternsof agentswhosepresenceindicatesa
deadlock-pronearrangementof HTTP agents.All of these
propertiesform importantcomponentsof our long-termre-
searchagenda,which dealswith programmingcompos-
abledistributedapplicationswhich mayuseprotocolslike
HTTPaspartof their infrastructure.

Inter net Flows as First-Class Values: Programming
new servicesin the Internet currently suffers from the
samelack of organizingprinciplesasdid programmingof
stand-alonecomputerssomethirty yearsago. The Web
community's experiencesin relationshipto the evolution
of HTTP–aswell as �ndings we presentin this paper–
underscorethisstateof affairs.Primeval programminglan-
guageswere expressive but unwieldy; programminglan-
guagetechnologyimproved throughbetterunderstanding
of usefulabstractionmechanismsfor controllingcomputa-
tional processes.We would like to seethe samekinds of
improvements�nd their way into theprogrammingof dis-
tributedInternetservices.In sodoing,we believe thatone
propertyof this improvementis thepromotionof network
�o wsto �r st-classvalues, thatis, objectswhichcanbecre-
ated,named,shared,assigned,and operatedupon. This
requiresnew paradigmsfor thoseprogrammingor creating
new services;it alsodemandsmorerigorousabstractionof
the servicesand infrastructureswhich will supportthose
distributedprograms.Wearecurrentlyworking towardde-
velopingtheseandothermechanismsandintegratingthem
into a network programmingworkbenchenvironmentwe
call NETBENCH.

The world we envision NETBENCH operatingin is one
with vastmultitudesof widely variednetwork applications
andservices,eachwith uniqueneedsin termsof resources,
input andoutput formats,reachability, andothercommu-
nicationparameters.The problemof actuallycomposing
theseservicesin a mannerthatpreservesall of the impor-
tant propertiesis profoundlydif�cult: How do we ensure
that thepropertiesof eachlayerof encapsulationpreserve
therequirementsof theencapsulated�o ws?How doween-
surethat gatewayscanproperlyconvolve wildly different
communicationmodelsrepresentedby eachof their pro-
tocols? How do we ensurethat certainmeta-dataproper-
tieswill bepreservedacrossgatewaysandthroughcaches?
How doesoneensurethat the requirednetwork resources
canbeallocated,perhapsprobabilistically, betweenherself
and the seriesof servicepointswhich arecooperatingto
producetheoutput?

Typesystemshave provento be a powerful mechanism
for verifying many desirablepropertiesof programsfor
stand-alonesystems.1 Webelievethatthey canalsocapture

1Typesystemsprovide onemethodology, oneof severalfrom thePro-
grammingLanguagesresearchcommunity, whichcanbeusedto formally

many essentialcorrectnesspropertiesfor the composition
of networkedservices.By forcing a strongtyping system
ontoagentsand�o ws in thenetwork, we canbuild up a li-
braryof stronglytypedoperationswhichcanbeperformed
upon those�o ws (composition: � ���	�
� ����
 � ������� ),
legal “casting” operations(an HTTP/1.0client cansafely
speakwith an HTTP/1.1server), polymorphicoperations
(tunnelingany TCP�o w via SSL),andevenbuild typein-
ferencesystemswhichcouldmechanicallydeducetheneed
for additionalagentsin apath.

Of course,suchatypesystemdependsuponarigorously
correctknowledgeof theunderlyingsystemsandtechnolo-
gieswhich arebeingtyped,which leadsus to thespeci�c
contributionsof this paper.

Paper Contrib utions and Outline: The methodology
we employ in this paper to analyzethe HTTP protocol
provides us with important ingredientsof NETBENCH–
speci�cally: (1) it shows us how certaininstantiationsof
HTTP arrangementscanbe unsafe,andmustbe rendered
unsafeby a type systemor type inferenceengine,for ex-
ample;(2) it providesuswith a setof bidirectionalequiva-
lencesbetweentopologiesof agentscanbeappliedto “re-
duce” a systemto make its analysismoretractable,or to
“stretch”asystemto includemoreagentswithoutalteringa
desiredproperty;(3) it discussesageneralizablemethodfor
testingthesafetyandcorrectnessof otherpropertieswhich
affect the behavior of protocolagents;and(4) it provides
uswith a hands-onexampleof how to rigorouslyapproach
theestablishmentof suchpropertiesfor usein astrongtype
system.

The primary focusof this paperis on the applicability
of formalmethodsto theveri�cation of thecorrectnessand
interoperabilityof theHTTPprotocol'srevisionsin all per-
mutationsof roles(client, proxy, server) andcompositions
thereofwith respectto the 100 Continue feature. We
do not focus at great length upon the nuancesof disam-
biguatingtheRFCs;2 wherewe have madesimplifying as-
sumptionsor omissions,webrie�y discusswhy.

While much of the work in this paperwas doneman-
ually, it is evident that many of the tasksand inferences
madeareplausiblecandidatesfor mechanicalanalysisand
deduction;our hopeis thatthelessonslearnedwill leadus
to algorithmsandresultstoward that end,andsomesuch
resultswill soonbeforthcoming[3].

Theremainderof this paperis organizedasfollows. We
begin with an overview of the capabilitiesthat a formal
methodstoolset(like SPIN) offers to theapplication-layer
protocoldesignandimplementationcommunities.Wethen
present,asa casestudy, someresultsof our examination
of the interoperabilityof multiple revisionsof the HTTP

show thatcertainsafetypropertiesaremet. Finite-modelcheckingis an-
othersuchmethodology.

2Neitherdo we address,at any length, the issueof validatingactual
implementationsof RFCsagainsttheRFCsthemselvesor againstmodels
thereof.



protocol[1, 5, 6]. Wefollow thatwith asetof rulesthatwe
developedfor curtailing thestatespaceof HTTP protocol
compositions.We concludethe paperwith a summaryof
our �ndings.

2 Bene�ts of Formal Veri�cation

Sinceformalizationandtheapplicationof formal methods
is sometimesshunnedby membersof thehackingandsoft-
wareengineeringcommunities,it is worth re-statingsome
of thebene�tswhich they have to offer.

Disambiguation: While RFCs and related standards
documentstend to be fairly unambiguouswhen it comes
to syntaxand grammar, the speci�cation of semanticsin
proselendsitself to incompletenessin its coverageof all
possiblescenariosor inputs. While in someregardsthis
is desirableasit allows greatfreedomto implementors,it
canat thesametime leave thedooropento unintendedin-
terpretationswhichmayaverselyaffect thebehavior of the
system.

Formalizingthecommunicationbehavior of eachagent's
role undera protocolusingsomerigoroustechnicalrepre-
sentationforcestheprotocoldesignersto think concretely
aboutthe sequencesof eventseachagentmay encounter
andwhat the permissiblesetof responsesto eachshould
be;saidanotherway, disambiguationcausesclassesof am-
biguitiesin theprotocol'sspeci�cationto beweededoutor
allowedto remainbydesign.

Corr ectness: We would like to prove that correct im-
plementationsof a protocolacting in all combinationsof
rolesare well behaved, by which we meanthat the rules
of the protocolprevent the systemfrom enteringundesir-
ablestatessuchasdeadlock(all agentsblockedwaiting for
othersto act) or livelock (agentsinteractingin a way that
producesno “progress”).

Inter operability: Incremental improvements and en-
hancementsto protocolsarethe rule of thumbfor the In-
ternetat the applicationlayer. As such,an importantde-
sign goal for each incrementalversion of a protocol is
backward-compatibilitywith implementationsof previous
versionsof theprotocol,in all rolesfor whichthey mayap-
pear. By interoperablewemeanboththatthesystemis able
to accomplishusefulwork (i.e., any bootstrapproblemsare
handledgracefully)andthat thesystemis well behavedin
the sensedescribedabove. Ideally, an implementationof
a new versionof a protocol shouldbe able to replacean
older onein any singlerole underany given arrangement
of agentsandtheusefulnessandcorrectnessof thesystem
shouldnotbedisturbed.

Hardening: A pressingconcernin the wild is the issue
of what happenswhen our well-craftedand theoretically
correctandinteroperableprotocolhasto interactwith the
greatunknownof poorlywritten,misbehaving,or evenma-
licious peers. We may wish to ensurethat we interoper-
atewith certainparticulardeviant implementations,which
wecancaptureby modelingtheir aberrationsandapplying
thesameinteroperabilitytestingregimendiscussedabove.
However, this is a moregeneralproblem: do the require-
mentsof our protocol prevent somesequenceof inputs
from causingan agentto behave poorly, or to have its re-
sourcesin someway monopolized?Asked anotherway,
doesthe speci�cation of the protocol requirethat imple-
mentationsbe suf�ciently hardenedagainstan arbitrary
andpotentiallyhostileworld?

A formal veri�cation systemallows us to attachmod-
elsof agentsto what is calleda “maximal automaton”,an
agentwhich feedsall possiblesequencesof input to our
model. Theveri�cation systemthenexaminestheproduct
of theagent'smodelwith themaximalautomatonandtests
all possibleexecutionpathsfor progressor gracefultermi-
nation.Thisnotionis notuniqueto theprotocolveri�cation
area;for example,anI/O automata[16] is saidto be“input
enabled”if it is able,in all input-acceptingstates,to tran-
sition (possiblyto thesamestateor to a failure/termination
state)in responseto any input value, thus “hardening” it
againstall possibleinputs.

Implementation Conformity: While not yetaperfected
art, therehasbeenmuchwork toward low-overheadinte-
grationof modelbuilding andmodelcheckingwith soft-
wareengineeringprocesses.Givena relatively stablesoft-
warearchitectureandnot-too-rapidlymoving setof inter-
faces,it is proposedthat by applying “slicing” rules to
sourcecodea veri�cation systemcanextractonly that in-
formation relevant to the propertiesand behaviors being
modeled,thenregularly build andre-validatemodelsfrom
sourceandcheckthemfor thedesiredcorrectness,interop-
erability, andhardeningpropertiesdiscussedabove.

The prospectof very-low-overheadtools of this kind
�nding theirwayinto thedevelopmentprocess,particularly
for systemsoftware,is certainlyalluring. Thattheresearch
communityis generatingsuchtoolsin conjunctionnotonly
with academicandexperimentallanguages,but with such
favoritesasC [11, 12, 10] andJava[4, 7], is causefor hope;
this could constitutea much-neededimprovementthe the
stateof theart if [13] is any indication.

3 Verifying HTTP: A CaseStudy

In this sectionwe presentour methodologyfor evaluating
the safetyof compositionof Web communicationproto-
cols in NETBENCH, by working througha casestudythat
assessesthe correctnessand interoperabilityof the vari-
ousrevisionsof theHTTP speci�cationwith respectto the
100 Continue feature. The exploration and analyses



we presentfor this casestudywill serve asa templatefor
moresuchwork in the future with otherapplication-layer
protocols.

3.1 A Propos

In HTTP/1.0,all transactionshada very simpleandstate-
lesscommunicationmodel: A client would senda whole
request,i.e., a requestline, a set of headers,and an op-
tional requestentity; Theserver, after receiving thewhole
request,would respondwith a statusline, a setof headers,
andanoptionalresponseheader.

One of the desiredfeaturesfor the 1.1 revision of the
protocol was the ability for clients to avoid transmitting
very large entitieswith their requestsif the end result of
the transactionwas to be somesimple failure indepen-
dent of the contentof the document(suchas an authen-
tication failure or temporaryserver condition)[14]. Con-
ceptually, this mirrors conditionaloperations(suchasthe
If-Modified-Since header)which allow a response
entityto besuppressedif its transmissionis deemedunnec-
essary.

This is was done in RFC2068by allowing clients to
pausebeforesendingtheoptionalrequestentity; theserver
could thensenda responsewith an error codein the sta-
tusline, informingtheclient thattherequestwould fail and
therequestentity shouldnotbesent;alternately, theserver
could senda 100 Continue response,which tells the
client to proceedwith sendingtherequestentity (although
it doesnot guaranteethat the �nal responsemight not still
besomeerrorcondition).

While the original speci�cation of the continuation
mechanism(the100 Continue responseheader, asgov-
ernedby [5, � 8.2 and � 10.1.1])wasclearlysoundwith re-
spectto thesimpleclient-servercases,therewasambiguity
as to the correctbehaviors of intermediaryproxies;com-
pelling argumentscouldbemadethat theRFC's language
recommended,required,or suggestedthat the mechanism
be appliedeither hop-by-hopor end-to-endwith respect
to a chain of proxies. Under at leastone of theseinter-
pretations,certaincombinationsof correctlyimplemented
componentsin theclient-proxy-serverchainwereproneto
deadlock[17]. Thisproblemwasaddressedin thenext pub-
lic revision of the spec(RFC2616)by the introductionof
the Expect mechanism[6, � 8.2.3] and the clari�cation
of thesemanticsof 100 Continue [6, � 10.1.1]with re-
spectto proxies. Given thatmany existing 1.1 implemen-
tationsconformedto variousinterpretationsof the earlier
versionof the spec,it wasdecidedthat RFC2616should
alsoincludea numberof heuristicsto try to ensurecorrect
interoperationwith thoseimplementations.3 Thisquagmire

3This naturally raisesseveral fair administrative andtechnicalques-
tions. For example: Was RFC2068really ready to be releasedas
a Standards-Track RFC? Given the numerousissuesraised in post-
RFC2068draftsandthenumberof heuristicsneededto interoperatewith
“old” HTTP/1.1agents,would it not have mademoretechnicalsenseto

of protocolversions,speci�cationversions,special-casein-
teroperabilityrules,andthesetof possiblecombinationsof
revisions in the different roles, makes it very dif�cult to
say anything with certaintyaboutthe correctnessand in-
teroperabilityof thespeci�cation;we cansaythatit seems
empiricallyto becorrect,or perhapsthatit is evenarguably
correct,but not thatit is provablyso.

As a casestudyin theapplicationof formal methodsto
the problemsof a protocol's correctness,interoperability,
andhardening,weusedtheSPIN tool [9] from Bell Labsto
constructandverify modelsof theexpect/continuebehav-
ior of clients,proxies,andserversconformingto RFC1945
(HTTP/1.0),multipleinterpretationsof RFC2068(obsolete
HTTP/1.1),andRFC2616(HTTP/1.1).4

3.2 PROMELA and SPIN

PROMELA, the PROcess(or PROtocol) MEta LAnguage,
is the input languageto the SPIN veri�er [9]. PROMELA

is a non-deterministicguardedcommandlanguage,which
means(informally) that it canrepresentsetsof simultane-
ouslyvalid reactionsto thestateof andinputsto aprocess,
and that a processcan“sleep” on booleanexpressionsor
externalevents. MasteringPROMELA 's syntaxandgram-
mar is a straightforwardexercisefor anyonefamiliar with
imperative programmingand the syntaxof C; mastering
its semanticssimply requiresa familiarity with the event-
drivenor state-machine-drivenprogrammingtechniques.

PROMELA providesa set of abstractionsconvenientto
modelinglocal anddistributedprotocolsandsystems,in-
cluding dynamically creatableprocesseswith accessto
both local andglobalvariables,“dummy” variableswhich
do not effect theanalyzedstatespaceof themodel,�nite-
lengthmessagequeues,andasetof send,receive,andpoll-
typeoperatorswhichcanoperateon thosequeues.

WhenSPIN is run on a PROMELA program,it beginsby
transformingeachprocessdescriptioninto a�nite statema-
chine.After performingsomeanalysisandstatereductions,
it performsa depth-�rst searchof executionpathsof the
wholeprogram,searchingfor caseswhich violatea setof
constraints.Theeasiestpropertyto testfor is deadlock;if
thesystemcanreachastatein whichoneor moreprocesses
havenot terminatedandnoprocesshasa runnableinstruc-
tion (i.e., all processesare“asleep”waiting for predicates
to changeor eventsto occur),thenthesystemis deadlock-
prone,and the executionpath leadingto that instanceof
deadlockis outputto theuser.5 Sincedepth-�rst searchcan
easily lead to extremely long exemplars,the systemcan
thencontinuethesearchwhile boundingthedepth,looking

nametheRFC2616revision HTTP/1.2?
4None of the current errata for RFC2616 listed at

http://purl.org/NET/http-errata pertain to the ex-
pect/continuemechanism,sothey arenotaddressed

5Anothertrivially testablepropertyis progress, the propertythatany
in�nite executionof a processincludesin�nitely many executionsof par-
ticularprogressmarkers. Absenceof thispropertyis indicativeof livelock.



for shorterconstraint-violatingexemplarsuntil a shortest
one is found. If no error casesare found, the systemre-
portssuccessto theuser.

3.3 PROMELA Model of HTTP Expectation
and Continuation

Thekey to building usefulandanalyzablemodelsis to ab-
stractaway enoughdetailsto make themodelsa manage-
able size while retainingenoughdetail to be meaningful
andre�ectiveof theunderlyingprocessesandbehaviors.

To representthe basicunits of communicationamong
HTTP agents,ourmodelstransmitandreceivesix typesof
messages(PROMELA “mtype ”s):

request - correspondsto the “Request” grammarin [6,
� 5] up to and including the CRLF, but excluding
the [ message-body ] . This messagecarriesa
parameterstructurewith thefollowing �elds:

version - Versionof theagentsendingthis message.
HTTP 09, HTTP 10, HTTP 11, or somehigher
value.

hasentity - Boolean indicator of whether a
message-body will follow the request.
This is an abstractionof the rulesfor inclusion
foundin [6, � 4.3 � 5] etc.

expect100- Booleanindicatorof thepresenceor ab-
senceof the 100-continue in the Expect
header. Only setexplicitly by RFC2616client
implementations,although it may be “passed
on” by RFC1945proxies.

close - Boolean�ag that the client is requestingthe
connectionbe closedafter this requestis com-
pleted.

response- correspondsto the“Response”grammarin [6,
� 6] up to andincludingtheCRLF, but excludingthe[
message-body ] . Thismessagecarriesaparame-
terstructurewith thefollowing �elds:

version - As above.

hasentity - As above; abstractionfor the rulesin [6,
� 4.3 � 6] etc.

close - Boolean�ag indicating that the server will
closetheconnectionwhenits responsehasbeen
completelysent.

continue - correspondsto a“Response”with astatuscode
of 100 (“Continue”) andsubjectto the other restric-
tionsof [6, � 10.1, � 10.1.1].6

6Tocorrectlyimplement[6, � 8.2.3 � 5], wewouldalsoaddaparameter
indicatingfrom which nodethis messageoriginated.Unfortunately, it is
unclearthataclientcouldactuallyunambiguouslydeducewhetherames-
sagecomesfrom anorigin serveror not,asdiscussedbelow in footnote10;
hence,weomit this from ourmodel.

entitypiece - a block of bytes constituting part of a
message-body .

entityend - a block of bytes marking the end of a
message-body . This messageis only sent im-
mediately after one or more entitypieces, and is
an abstractionfor the various mechanismswhich
can be used to delineate a message-body
(Content-Length , the chunked Transfer-
Encoding,themultipart/byteranges Content-
Type,etc).

eof - a “close” event, in which a party to the connection
explicitly shutsdown thetransport.

This data is suf�cient to control all of the behaviors
surroundingContinuationdescribedin [5, � 8.2, � 10.1,
� 10.1.1] and [6, � 8.2.3, � 10.1, � 10.1.1, � 14.20]. We do
not currentlymodelthebackoff-and-retrymechanismdis-
cussedin [6, � 8.2.4].

3.4 Implementationsof Agents

For eachrole de�ned by HTTP (client, proxy, server) and
for eachrevision of thespec(RFC1945,2068,and2616),
a PROMELA processmodel (or proctype ) wascreated
for agentsacting as that role/revision. The namingcon-
vention is role-rfc#[-variant]; for example,an RFC2616
(HTTP/1.1)server is calledserver-2616, andthe hop-by-
hop interpretationof an RFC2068proxy is proxy-2068-
hbh.

All agents(including RFC1945agents)areassumedto
usepersistentconnections;this simpli�cation allows us to
exhaustthespaceof transactionsequenceswithout having
to spawn multiple agents,andalsonaturallyemulatesthe
“upstreamversioncache”featureappearingin HTTP/1.1.
Pipelining is not implementedbecauseit has no effect
(causally)upon any agent's behavior (apart from a more
generalissuewith clientsusingblocking write operations
in thepresenceof �nite buffer space).

Table 1 lists all of the models,the specthey conform
to, the role they act in, their approximatesize in lines of
PROMELA code(LOC),andcommentsconcerningtheir in-
terpretationof thespeci�cations(asdiscussedbelow). The
PROMELA codeis quitereadable,andis availablefrom the
author'swebsite7.

The HTTP/1.0proxy is modeledasa HTTP/1.0client
attachedto aHTTP/1.0server; it waitsfor anentirerequest
(entity included)to arrive,thenforwardsthewholerequest
to thenext upstreamagent,andsimilarly for theresponse.
In themoregeneralcase,anHTTP/1.0proxycouldchoose
to passthroughrequestandresponseentitiesprogressively
asit receivesthem,but thatbehavior would becausallyin-
distinguishableto its peersfrom the whole-entitymethod
we employ.

7Codeandotherinformationcanbefoundat
http://cs-people.bu.edu/artdodge/research/httpveri fy/



Name Models Role LOC Comments

client-1945 RFC1945(1.0) Client 60 supportskeepalive; trivial
client-2068 RFC2068(1.1) Client 110
client-2616 RFC2616(1.1) Client 110
server-1945 RFC1945(1.0) Server 60 supportskeepalive; trivial
server-2068 RFC2068(1.1) Server 90
server-2616 RFC2616(1.1) Server 150 MAY in [6, � 8.2.3 � 8]

is “MUST aftertimeout”
server-2616-may RFC2616(1.1) Server 150 implements[6, � 8.2.3 � 8] asMAY
proxy-1945 RFC1945(1.0) Proxy 115 bufferswholerequests/responses;

supportskeepalive;
MAY passthru “expect-100”

proxy-2068-e2e RFC2068(1.1) Proxy 160 end-to-endcontinuemechanism
proxy-2068-hbh RFC2068(1.1) Proxy 170 hop-by-hopcontinuemechanism
proxy-2068-hybrid RFC2068(1.1) Proxy 280 selectsHBH or E2Erandomlyperrequest
proxy-2616 RFC2616(1.1) Proxy 150
proxy-2616-�xed RFC2616(1.1) Proxy 155 Fixesa potentialdeadlockcase(seeSection3.7)

Table1: HTTP AgentModels

With regardto thebehavior of proxies,RFC2068allows
severalcon�icting interpretations;to dealwith this,wecre-
atedseveralvariationson theproxy-2068model,differen-
tiatedby a suf�x addedto the name.The threeRFC2068
proxymodelsare:

proxy-2068-e2e- Interpretscontinuationasanend-to-end
mechanism,wherebytheproxy will notasktheclient
to “Continue” until its upstreamagenthasasked it to
“Continue”

proxy-2068-hbh - Interpretscontinuationasa hop-by-hop
mechanism;the proxy tells the client to continue,
readsits message-body , thenforwardstherequest
upstreamandwaits for a “Continue” messagebefore
forwardingthemessage-body .

proxy-2068-hybrid - As eachrequestarrives,choosesran-
domlybetweenthe-e2eand-hbhinterpretations.This
is thegeneralcaseof a2068proxy, meaningasuccess-
ful validationagainstit providesuswith thestrongest
result;unfortunately, it is also(by far) themostcom-
putationallyexpensive agentto model. Unlessoth-
erwise noted, this model is always used when an
RFC2068proxy is called for, as it completelysub-
sumesthebehavior of theothertwo.

We have madeserver-2616alwaysemploy the interop-
erability clausein [6, � 8.2.3 � 8] whenthesystemencoun-
tersa timeout.While thespeci�cationmakesthis behavior
a MAY, allowing the model to omit it introducesobvious
potentialdeadlockcaseswhen interactingwith RFC2068
downstreampeers. While not expoundedfurther in this
paper, we convincedourselvesof this propertyby replac-
ing server-2616agentsin severalcleanlyvalidatedarrange-
mentswith a model we call server-2616-maywhich can

choosearbitrarily to omit this behavior, and found the
samedeadlocksarising as in arrangementswith server-
1945 agents. This is an intuitively obvious result, since
the non-MAY server behavior when interactingwith an
RFC2068client (notsendingaContinue andwaitingar-
bitrarily long for the requestmessage-body ) is indis-
tinguishablefrom server-1945's behavior with the excep-
tion thatdownstreamnodesmayhavepreviouslyconvinced
themselvesthataContinue messagewill beproducedby
this server.

3.5 Validation Cases

To provethecorrectnessof HTTP/1.1(RFC2616),weneed
to verify thatall client-serverandclient-proxy-servercom-
binationsof RFC2616agentscanbevalidatedby theSPIN

system. We begin by verifying that the simple client-
servercaseandtheclient-proxy-servercasearebothcorrect
(deadlock-free).Fromthereweneedto somehow convince
ourselvesthat longer(andperhapsarbitrarily so) seriesof
interveningproxiesare also correctby the samecriteria,
as explicitly modelingan arbitrarily long proxy chain is
clearlynotpossible.

Gainingcon�dencein the interoperability propertyis a
muchmoreinvolvedprocess;for a client-proxy-server ar-
chitecturelike HTTP, a trivial approachrequiresusto ver-
ify asmany as ����������� �!#"%$'& !)( arrangementsof agents,
where � is the numberof client models(three), & is the
numberof proxy models(three),� is thenumberof server
models(three),and * is a heuristicboundon thelengthof
theproxy chain. Onceagain,thenumberof arrangements
to becheckedquickly becomesunwieldyas * grows,and
verifying all arrangementswhen *,+.- is not possible
with �nite computation,soothermeansarerequiredto rea-
sonaboutlongerchains.



Client Proxy Server Result Comments

2.1 1945 all all clean
2.2 all 1945 all clean
2.3 all all 2068,2616 clean
2.4 all all 1945 deadlock
2.5 2068 2068-hybrid 1945 deadlock
2.6 2068 2068-e2e 1945 deadlock guilty for 2.5
2.7 2068 2068-hbh 1945 clean innocentof 2.5
2.8 2068 2616 1945 deadlock
2.9 2616 2068-hybrid 1945 deadlock

2.10 2616 2068-e2e 1945 clean innocentof 2.9?
2.11 2616 2068-hbh 1945 clean innocentof 2.9?
2.12 2616 2616 1945 clean

Table2: Experimentsto LocalizeInteroperabilityProblemsfor &�+�/
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43 Figure1: MSC for Buffer Write Deadlock

3.6 Corr ectnessResults

To oursurprise,whentestingtheclient-2616
 server-2616
arrangementSPIN promptly returneda very short dead-
lock casein which boththeclient andserverendup sleep-
ing in write operations,mutually waiting for buffer space
to becomeavailable. This casearisesas follows: The
client thensendsa request,but doesnot settheExpect:
100-continue header. The server receivesthe request
anddecidesto rejectit, andthusimmediatelybeginssend-
ing its responseand the entity that follows. Meanwhile,
theclient hasbegunto sendtherequestmessage-body

without waiting to hearfrom theserver.8 This situationis
illustratedby themessagesequencechart(MSC) in Figure
1; step24 is the only “receive” that is executed;conse-
quently, the messagequeues(eachwith a capacityof 5)
both �ll, causingboth processesto block in their write
operationsin steps40 and 42. In practice, this would
commonlyrequiretherequestmessage-body to exceed
128KB (64KB of sendbuffer at theclient and64KB of re-
ceive buffer at the server), and the responseheadersand
message-body to likewiseexceed128KB. It is not sur-
prisingthatthiserrorwouldrarelyif everoccurin practice;
while it is becomingcommonpracticeto submitimagesin
requests(whichcaneasilyexceed128KB),errorresponses
still tendto befairly small in mostcases.

In anidealworld, thisdeadlockwouldbepurelyadefen-
sive engineering(i.e. security)concern;however, themore
involved communicationmodel of HTTP/1.1allows it to
arisein totally benevolentenvironmentsbetweenconform-
ing implementations.If animplementationof HTTP/1.1is
susceptibleto this deadlockunderbenevolent conditions,
thenit is alsopossiblefor a malevolent peerto capitalize
upon it to producea degradation-of-serviceattack upon
a server by causingit to unproductively consumelarge
amountsof outboundbuffer space.Thus,in thiscase,good
closed-systemengineeringandhardeningof thesystemto
interactwith the open-systemworld are coincidentaland
agreeinggoals.

To remove this deadlockfrom all of our models,we
changeda macrowhich producedarbitrarily long entities
(both for requestsand responses)to produceshort �x ed-
lengthones(oneentitypiecemessagesfollowedby anen-
tity end), andwe enlargedthe buffers in eachdirectionso
that theentiremodeledsequenceof messagesconstituting
any client'sor server'spartin themostinvolvedof transac-
tionscould�t comfortablyin thebuffers.

8This situation can also arise if the client sets the
Expect:100-continue headerbut electsnot to wait for a response
to begin sending;this is allowable behaviors undermost conditionsin
RFC2616.




 servermodels
client
 proxy 1945 2068 2616

1945-1945
1945-2068 clean[2.1]
1945-2616
2068-1945 clean[2.2]
2068-2068 deadlock[2.5]
2068-2616 deadlock[2.8]

clean[2.3]

2616-1945 clean[2.2]
2616-2068 deadlock[2.9]
2616-2616 clean[2.12]

clean[2.3]

Table3: Safetyof all client
 proxy
 serverPermutations

Having removedthebuffering deadlockfrom our mod-
els,wefoundthatreasonablyshortRFC2616-onlyarrange-
mentswereall veri�ably correct. The veri�cation of the
�rst threearrangements( *0+21435/6387 ) requiredlessthan30
secondsof CPUtime.9

3.7 Interoperability Results

SPIN requiredonly a few secondsto test all nine client-
servercases,As noneof thesecasesgivesriseto any dead-
lock conditions,we are con�dent that all threerevisions
of HTTP interoperategracefullyin simpleclient-serverar-
rangements.

Searchingthrough the client-proxy-server casesis a
moreinvolved process;the seriesof experimentsis listed
in Table2, andthe resultinginteroperabilitymatrix given
in Table3. Wherever the word “all” appearsin Table 2,
it re�ects a run of the veri�er in which all threeprinci-
pal revisionsof thatagentaretestedin thatrole; similarly,
wheremultiple modelsarelisted, they areboth testedex-
plicitly by that experiment's model. The result is either
“clean” (indicatinga successfulvalidationof all members
of thedescribedsetof arrangements)or “deadlock”(mean-
ing at leastoneof the arrangementsdescribedis proneto
a deadlockcondition). Eachresult in Table 3 includesa
referenceto oneexperimentin the formerwhich provesit
(severalcellsareactuallyprovenby multipleexperiments).
Theexperimentsusedto producethetablerequiredroughly
15 minutesof CPU time; the processof choosinga test-
ing strategy andsettingup theexperimentswasby far the
clock-timebottleneckon theveri�cation process.

Classic1.1/1.1/1.0Deadlock: The�rst classof deadlock
detectedin experiments2.5, 2.6 and 2.7 are re�ected by
the exampleMSC shown in Figure2. Thesecaseswere
identi�ed in 1997on theHTTP-WGmailing list [17], and
we referto themasthe“classic” continuationdeadlock,in

9Timing resultsfor experimentsdiscussedin this paperwereacquired
usingaQuadPentiumII 450MHzsystemwith 2GBof RAM; initially, the
modelsweredevelopedandthe 9�:<;8=?>A@8B arrangementsall testedon a
modest400MHzMobile PentiumII laptopwith 128MBof RAM.
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Figure2: ExampleMSC for Deadlockof 1.1Client, 2068
Proxy, 1.0Server

whichanend-to-endinterpretationat theproxyhasno rule
to causeit to balkwhenit cannotexpectits upstreamagent
toprovidea100 Continue messageandhasnocompul-
sionto initiate its own (or alternatively, anerrormessage).
Note that an RFC2068client will only wait for a 100
Continue if it believesit is interactingwith anHTTP/1.1
upstreamagent;wemodeltherecommendedversioncache
by simply having eachagentrememberthe versionnum-
bersof its peersfor thelife of apersistentconnection.This
is why a simpleandsuccessfulrequestis completedin the
MSC beforetheactualdeadlockingrequestis made;in the
wild, thedeadlockcould just aseasilyarisein the �rst re-
questof a persistentconnectionif theversioncachevalues
arein place.

Deadlock Involving an RFC2616 Proxy: Experiment
2.8 took us by surprise,as it is virtually identical to the
“classic”deadlockmentionedabove,exceptthatit includes
an RFC2616proxy (the revision that wassupposedto in-
teroperategracefully with older revisions)! The shortest
exampleMSC is virtually identicalto Figure2. Following
the warmingof theversioncaches,the client, believing it
is communicatingwith anHTTP/1.1serverwhichwill pro-
vide it with a100 Continue signal,sendsrequesthead-



ersindicatinga message-body will follow. Becauseit
implementsRFC2068it doesnot know abouttheExpect
header, soit doesnot sendit.

The proxy is simply unable to resolve this situation
correctly using the rules of RFC2616; it knows that
the upstreamserver is HTTP/1.0andneitherunderstands
Expect nor will it provide 100 Continue . However,
while RFC2616requiresthat in sucha casea requestto
a proxy including a 100-continue expectationbe an-
sweredwith an error responsestatusof 417 (Expectation
Failed)[6, � 8.2.3 � 13,14],this requirementdoesnot apply
to requestswhich have no Expect header, astherequest
from theclient-2068agentdoesnot.

While RFC2068does not say that clients in general
MUST wait for a100from anupstreamserver, it is required
underthe“retry” rulesif theupstreamagentis known to be
HTTP/1.1,andnowherein thatspecareclientsrequiredto
boundthetime they will wait for aContinuemessage.

This deadlockcanbe resolved by alteringthe specand
borrowing an idea from a compatibility rule for origin
servers in [6, � 8.2.3 � 8] andallowing (requiring?) prox-
ies to initiate their own 100 Continue messageswhen
they receive an HTTP/1.1PUT or POSTrequestwithout
a 100-continue expectationtoken and know that the
next server upstreamis HTTP/1.0or hasnever senta 100
Continue message.Wemodelthisbehavior usingproxy-
2616-�xed; if it replacesproxy-2616in experiment2.8,that
experimentsuccessfullyvalidateswithout deadlocking.

Hybrid Proxy Deadlock: Oneinterestingdeadlockcon-
dition arisespurely becausewe usethe -hybrid model in
our experiments;anexampleof this deadlockis illustrated
in Figure3. Noticehow experiment2.9 reportsa potential
deadlock,while experiments2.10 and2.11 show that re-
placingthe -hybrid nodewith either-e2eor -hbh leadsto
a cleanvalidation; this is simply explainedby oneof the
client rulesin RFC2616[6, � 8.2.3 � 5] which(interestingly
enough)wasaddedto try to work aroundsuchproblems.
This rule allows theclient to wait inde�nitely for a server
to provide it with a 100 Continue messageif it hasre-
ceived one from that server before; the proxy switching
from its -hbh persona(which provides100 Continue
messagesautonomously)to its -e2epersona(whichcannot
produceone,nordoesit know how to balkat its knowledge
thattheupstreamserver is HTTP/1.0).10

10While the specis particularaboutonly regarding100 Continue
messageswhich actuallycomefrom theorigin server, it is not clearthat
a client cancorrectlydisambiguatewhethersucha messagecamefrom
the origin server. The only way a client could do so is by comparing
the Via headersfrom a 100 Continue and the following �nal re-
sponse.It is notclearthatcorrectproxieswill appendVia headersto 100
Continue messages,since[6, � 10.1]whichdescribesproxy forwarding
behavior for 1xx messagessaysthat “There areno requiredheadersfor
this classof statuscode”;while it would beagoodinterpretive stepto al-
waysaddVia , makingthatrequirementexplicit would helpfurtherclar-
ify thespec.Regardless,given this ambiguity, a client musteithernever
wait inde�nitely (which violatesthespirit of therule,but is onebehavior
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Figure3: ExampleMSC for Hybrid ProxyDeadlock

Longer Chains A summaryof experimentsfor client-
proxy-proxy-server(i.e. *C+D7 ) arrangementsis presented
in Table4,with thesafetymatrixof the EF/ primaryarrange-
mentspresentedin Table5 usingthesameformatasabove.
Table5 alsorefersto experimentsfrom Table2 wherethe
thedeadlocksfrom thetwo experimentsarisefor thesame
causes.

For example,we noticeimmediatelythat many *G+H7
deadlocksareanalogouswith experiment2.8, that is, be-
causeproxy-2616is unableto correctlyreconciletheclient
(client-2068)'s lack of a Expect: 100-continue
headerwith theproxy'sknowledgethattheupstreamserver
is HTTP/1.0andwill thereforenot provide a Continue
message.Thisis aproblemwhichweaddressedabovewith

capturedby our models)or wait inde�nitely underuncertainconditions
(which is alsoa behavior capturedin our model, the selectionof which
leadsto this deadlock).



Client Proxy Proxy Server Result

4.1 all 1945 all all clean

4.2 1945 all 1945 all clean
4.3 all of 2068,2616 2068-hybrid 1945 all deadlock
4.4 2068 2068-e2e 1945 all deadlock
4.5 2068,2616 2068-hbh 1945 all clean
4.6 2068 2616 1945 all deadlock
4.7 2616 2068-e2e,-hbh 1945 all clean
4.8 2616 2616 1945 all clean

4.9 all all 2068,2616 2616 clean

4.10 all 2068 2616 1945 deadlock
4.11 1945,2616 2616 2616 1945 clean
4.12 2068 2616 2616 1945 deadlock
4.13 2068,2616 2068,2616 2068 1945 deadlock
4.14 1945 2068 2068 1945 deadlock
4.15 1945 2616 2068 1945 clean

Table4: LocalizingInteroperabilityProblemsfor &�+27

theproxy-2616-�xedmodel.
Identifying suchrelationshipshelpedin discoveringthe

setof reductionrulesandfailureclassesdiscussedbelow.

4 StateSpaceReduction

In theprevioussection,wedemonstratedhow NETBENCH

wouldbeableto leveragetheSPIN formalveri�cation tool
to discover variousunsafebehaviors of �nitely long pro-
tocol (e.g., HTTP) compositions.Oneof the hurdlesthat
facemany tools suchasSPIN is thestatespaceexplosion
problem,which raisesconcernsas to their scalability for
non-toy problems;theextremeinstanceof this problemis
the inability of suchtools to validatethe (in�nite) set of
all arbitrarily large systemsdirectly usinga �nite model.
In this section,we show that the applicationof domain-
speci�c knowledgecanmitigatethis problem.

Since every deadlockcasewhich appearsin the two-
proxy experimentsis re�ective of a deadlockcondition
alreadydiscovered in the single-proxyexperiments,and
sinceHTTP's behaviors areall eitherend-to-endor hop-
by-hop,it would seemreasonableto guessthat (for these
modelsat least)thereare deadlock-pronepatternswhich
longerchainscould be checked for to determinewhether
they will be deadlock-proneor not. This leadsus to pos-
tulatea setof reductionrules,accordingto which we can
organizeandpartitionthein�nitely largesearchspaceof ar-
rangementsinto classeswhich areequivalentwith respect
to beingdeadlock-proneor deadlock-safe.

Reductions: Sincethe set of arrangementsneedingex-
plicit validationgrows exponentiallywith * , it makesfar
moresenseto talk aboutthepropertiesof subsequencesof
agentsandbuild up a descriptionof the setof deadlock-
ing arrangements(or its inversion,thesetof safearrange-
ments).Essentially, we would like to describea language

(in the formal sense)of arrangementswhich fall into ei-
thercategory. Toward thatend,we heredescribetwo sets
of �ndings: First area setof relationscalled“reductions”
which map large setsof arrangementsonto smallersets;
Secondare failure patterns, that is, sequencesof agents
whichdescribeadeadlock-proneconditionin any arrange-
ment(or arrangementreducibleto one)which they match.

Throughcarefulstudyof our interoperabilityresultsand
ourmodelsof theprotocolagents,wehavebeenablemanu-
ally to deduceasetof reductions,someexamplesof which
aregivenbelow. Thesereductionspreservethepropertyof
safetywith respectto expectation; if a given arrangement
of agentsis deadlock-prone,thenany arrangementwhichis
reducibleto thatonewill alsobedeadlock-prone,andlike-
wiseany arrangementit reducesto will bedeadlock-prone;
thesameholdsfor arrangementswhich aredeadlock-free.
Notethatmostof thesereductioncanbeiteratively andre-
cursively applied;for example,whenonereductionallows
a chain of agentsto reduceto a single agent,that single
agentis truly single and quali�es for reductionvia other
ruleswhichcall for singleagents.

While we are exploring techniquesfor deducingthese
equivalencerelationshipsmechanicallyratherthanmanu-
ally, thatwork is beyondthescopeof this paper.

1. Our model of a proxy-1945 is, thanks to restric-
tions placed upon HTTP/1.1 agents,indistinguish-
able from a server-1945 to downstream(toward the
client) agentsin indistinguishablefrom a client-1945
to upstreamagents; consequently, the arrangement
x 
 proxy-1945
 y veri�es if and only if x
 server-
1945andclient-1945
 y bothverify.

2. As a corollary to 1, a seriesof proxy-1945agentsis
equivalent to a single suchagentbecauseeachhop
is modeledby theclient-1945
 server-1945arrange-
mentwhich is deadlock-free.That single agentcan
itself thenberemovedusing1.




 servermodels
client
 proxy
 proxy 1945 2068 2616

1945-1945-1945 clean[4.1] clean[4.1] clean[4.1]
1945-1945-2068 clean[4.1] clean[4.1] clean[4.1]
1945-1945-2616 clean[4.1] clean[4.1] clean[4.1]
1945-2068-1945 clean[4.2] clean[4.2] clean[4.2]
1945-2068-2068 deadlock[4.14,2.5] clean[4.9] clean[4.9]
1945-2068-2616 deadlock[4.10,2.8] clean[4.9] clean[4.9]
1945-2616-1945 clean[4.2] clean[4.2] clean[4.2]
1945-2616-2068 clean[4.15] clean[4.9] clean[4.9]
1945-2616-2616 clean[4.11] clean[4.9] clean[4.9]
2068-1945-1945 clean[4.1] clean[4.1] clean[4.1]
2068-1945-2068 clean[4.1] clean[4.1] clean[4.1]
2068-1945-2616 clean[4.1] clean[4.1] clean[4.1]
2068-2068-1945 deadlock[4.3,2.5] deadlock[4.3,2.5] deadlock[4.3,2.5]
2068-2068-2068 deadlock[4.13,2.5] clean[4.9] clean[4.9]
2068-2068-2616 deadlock[4.10,2.8] clean[4.9] clean[4.9]
2068-2616-1945 deadlock[4.6,2.8] deadlock[4.6,2.8] deadlock[4.6,2.8]
2068-2616-2068 deadlock[4.13,2.8] clean[4.9] clean[4.9]
2068-2616-2616 deadlock[4.12,2.8] clean[4.9] clean[4.9]
2616-1945-1945 clean[4.1] clean[4.1] clean[4.1]
2616-1945-2068 clean[4.1] clean[4.1] clean[4.1]
2616-1945-2616 clean[4.1] clean[4.1] clean[4.1]
2616-2068-1945 deadlock[4.3,2.9] deadlock[4.3,2.9] deadlock[4.3,2.9]
2616-2068-2068 deadlock[4.13,2.5] clean[4.9] clean[4.9]
2616-2068-2616 deadlock[4.10,2.8] clean[4.9] clean[4.9]
2616-2616-1945 clean[4.8] clean[4.8] clean[4.8]
2616-2616-2068 deadlock[4.13,2.9] clean[4.9] clean[4.9]
2616-2616-2616 clean[4.11] clean[4.9] clean[4.9]

Table5: Safetyof all client
 proxy
 proxy
 serverPermutations

3. When a proxy-2616 immediately follows a client-
2616, it is equivalentto an arrangementin which the
proxy-2616is absent.

4. Thesamecanbesaidof proxy-2616whenit immedi-
atelyprecedesserver-2616.

5. A seriesof proxy-2616agentsanywhere in the ar-
rangementreducesto asingleproxy-2616.

6. Unfortunately, argumentslike 2 and 5 do not apply
directly to proxy-2068-hybrid. However, any seriesof
-hybrid agentsof lengthgreaterthan 7 is equivalentto
oneof length 7 .

7. Takingamorecarefullook at theinteractionsbetween
client-1945andanimmediatelyupstreamproxy-2068-
hybrid we �nd that,to upstreamnodes,thatparticular
pair is indistinguishablefrom a client-2068.

Giventhatall client-serverpairsareclean,this setof re-
duction is alreadysuf�cient to explain all but � ve of the
24cleanvalidationsfor the *0+�/ experimentsin Tables2
and3 becausethey arereducibleto cleanclient-servercases

( *I+J1 ). Those� ve casesall involve the peculiaritiesof
interactionsbetweenRFC2068andRFC2616-conforming
HTTP/1.1agents.

Theabovereductionsarediscussedandjusti�ed in some
greaterdepthin [2], whichalsopresentssomeadditionalre-
ductionrelations;mostof theomittedreductionsdealonly
with the-e2eand-hbhvariantsof proxy-2068.

Failur e Patterns: From our interoperability experi-
ments,we have deducedtwo patternswhich can identify
which longerchainswill andwill not be deadlock-prone:
if a longerchaincanbe reducedto a chaincontainingei-
therof thesepatterns,it is adeadlock-pronearrangement.

Both of thesecasesinvolve interactingwith an agent
with abehavior equivalenttoserver-1945; Recallthatin the
wild, thiscouldincludeRFC2616serverswhichdonot im-
plementthe interoperabilityMAY (i.e., serverswhich cor-
respondto theserver-2616-maymodeldiscussedin Section
3.4) andareinteractingwith an HTTP/1.1proxy immedi-
atelydownstream.

1. Any arrangementin whichanHTTP/1.1proxy(proxy-
2068-hybrid or proxy-2616) must interact with an



RFC2068 agent immediately downstream (client-
2068 or proxy-2068-hybrid) and a server-1945 (or
equivalent) agent immediately upstream will be
deadlock-prone.Thiswasdiscussedabove in connec-
tion with experiment2.8, andalsocorrespondswith
experiments2.5,4.3,4.6,4.10,4.13,and4.14.

2. Any arrangementin which a proxy-2068must inter-
actwith a streamof entirelyHTTP/1.1agentsdown-
stream(whetherRFC2068or 2616)andaserver-1945
(or equivalent) agentimmediatelyupstreamwill be
deadlock-prone.This rule correspondswith experi-
ments2.5,2.9,4.3,and4.13.

Moreparticularfailurepatternswhichdistinguishamong
the -hybrid, -e2e and -hbh variants of proxy-2068are
straigtforwardto derive,but arenotpresentedin this paper
asthey addlittle in theway of methodologicalor intuitive
insight;for now, wesimplynotethatundersomeconditions
it is the-e2epersonaof -hybridwhichis responsiblefor the
deadlock(in which casesubstitutionby an-hbhwould al-
leviatethecondition),while underotherconditionsit is the
fact that -hybrid agentsof any �a vor will wait inde�nitely
withoutsendingtheExpect: 100-continue �ag.

Thesefailureclasses,combinedwith thereductionrules
above,aresuf�cient to explainall of thedeadlockcasesfor
the *LK 7 arrangements;all *M+N/ and *M+O7 deadlock-
pronearrangementsmatchoneof thetwo patternsby way
of theapplicationof oneor fewer reductions(usually1; 5
and7 arealsouseful).

Inde�nitely Long Arrangements In anotherforthcom-
ing paper[3], we show that theseresultsarenot suf�cient
to characterizethein�nite setof all possiblearrangements
through�nitely many modelchecks.We thenshow thatby
addinga particularreductionwhich only appliesto cases
of *QPSR , every memberof the in�nite setof all possi-
blearrangementsis reducibleto oneof TUR modelsof length
*,KWV . While the methodologybehindthis result is be-
yondthescopeof this paper, we presenttheadditionalre-
ductionherefor completeness:

8. Consider arrangementscontaining the sequence
proxy-2068-hybrid
 proxy-2616 
 proxy-2068-
hybrid. The passive behavior of proxy-2616 will
never initiate a Continuemessageof its own, neither
will it addany expectationto theupstreampathwhich
was absentat the downstreamproxy-2068-hybrid;
its behavior is end-to-end,and thus it will never
block an inboundmessage;furthermore,sinceboth
proxy-2068-hybridand proxy-2616 self-identify as
HTTP/1.1, it will have no effect upon the perceived
versionsof messagesreceived by eitherproxy-2068-
hybrid. Therefore,this arrangementis equivalent to
onein which themiddleproxy-2616is removed.

Basedupon this result and modelingof the necessary
*.X�7 cases,wefoundthatourtwo failurepatternsaresuf-
�cient to identify all deadlock-pronearrangementsamong

the TYR irreduciblearrangements;sinceall arrangementsof
arbitrary length are reducibleto membersof this set, we
have thereforeexhaustively partitionedthe setof all pos-
sible arrangements,and can thereforetrivially determine
whetherany arrangementof arbitrary length is deadlock-
proneor deadlock-safe.

5 Model Checking,HTTP, and WebServices

It is natural to ask how generalizablethe methodspre-
sentedin this paperare to other attributes of HTTP, or
to other protocol featuresin general. As alludedto ear-
lier, �nite-state modelcheckinghasbeenappliedsuccess-
fully to statefulprotocols/protocolfeatures,suchashand-
shakingandleaderelection. Somefeaturesof HTTP nat-
urally lend themselves to this kind of modeling; expec-
tation/continuationand backward-compatiblehandlingof
persistentconnectionsaretwo straightforwardexamples.

However, muchof HTTP/1.1'sfeaturesetandparameter
spacearenotactuallylinkedwith thebehavior of HTTPas
such;instead,thoseheadersareusedto convey meta-data
which governshow the applicationswhich employ HTTP
areto handlethedatait is usedto transport.The“correct-
ness”of thesefeaturesis not really representablein terms
of HTTPitself; rather, it requiressomesortof modelof the
HTTP-utilizing applicationwhich canbeveri�ed to main-
taincertainpropertiesor avoid certainsequencesof events.
(For example,HTTP/1.1proxy-cachingis simply a partic-
ular HTTP intermediaryapplicationwhich is largely con-
trolled by theappropriateportionsof thespec;onewould
have to modelthe internallogic of thecachemanagement
codein orderto verify thatit conformsto therequirements
of the RFC.)This observation, that HTTP tries to specify
andaccomplishseveral goalsat several “layers” simulta-
neously[15, 18], wasoneargumentwhich emergedfrom
the HTTP-NG initiative for for decomposingHTTP. In-
deed,HTTP/1.1is dif�cult to compartmentalizeevenon a
header-by-headerbasis,asheaderssuchasWarning and
operatingmodessuchasthetrailers transfer-encoding
affectandareaffectedbybothHTTP-layerandapplication-
layer events. This can make it dif�cult to assesswhich
featuresaremodelableandveri�able, andwhatamountof
knowledgeof HTTP applicationsis neededin orderto do
so.

Having saidthat,whenaparticularapplicationis in view
it is certainly practicalto �nd abstractionsappropriateto
that application,build models,and devise lists of safety
propertiesonewishesto maintain(absenceof deadlockand
livelock beingonly the most trivial of examples);we be-
lieve that as web servicesand other intermediary-driven
systemsemergeandbegin to notonly employ moresophis-
ticatedandinvolvedfeaturesat theHTTPlevel,but interact
amongoneanotherin non-trivial andcausallyrelatedways,
thatassessingthecorrectnessof thosebehaviors in a rigor-
ousandwell-understoodmannerwill becomeincreasingly
important. Languageslike PROMELA andfreely available



tools like SPIN make this processaccessibleto protocol
designersandengineers,while the inclusionof theability
to enforcegeneralLTL (LinearTemporalLogic) formulae
givessigni�cant expressive power to thosewho mayneed
it. All of this takentogethersuggeststhatit maybeprudent
to afford a largerplaceto formal veri�cation of properties
in the developmentof openprotocolsandof composable
Internetservicesin thefuture.

6 Conclusion

While onemay be temptedto readthis paperasa heavy-
artillery assault upon the HTTP/1.1 protocol and the
HTTP-WG which developedit, that wasneitherour mo-
tivationnor our goal,nor even theemphasisof our result.
Our resultis thebeginningof a rigorousanalysisandsys-
tematizationof one setof propertiesof the HTTP proto-
col, namelysafety, for encodingin a type systemwhich
we intendto useto imposestrongerdisciplines(andthere-
foresafetyproperties)upontheprogrammingof distributed
compositionalsystemssuchasedgeservices.

In pursuingthis end, we have shown a numberof in-
terestingresults. First, our attemptsto build modelsfrom
the RFCsin questionhighlightedseveral textual ambigu-
ities (or, arguably, errors): 1. The two interpretationsof
100 Continue in RFC2068(proxy-2068-e2e, -hbh, and
-hybrid), 2. Theabsenceof a backward-compatibilityop-
tion for RFC2616proxies(proxy-2616-�xed) to mirror the
option for RFC2616servers,and3. The naturalpresence
of potentialdeadlockcasesfor RFC2616servers choos-
ing not to implementthe backward-compatibilityoption
(server-2616-may). Second,we have veri�ed that an en-
tirely HTTP/1.1 world (regardlessof which revision) is
deadlock-free,exceptin thepresenceof RFC2616servers
whichchoosenotto implementthebackward-compatibility
option. Third, our experimentsuncoveredseveral classes
of agentarrangementsin whichcombinationsof HTTP/1.1
agentsleadingup to an HTTP/1.0 server (or equivalent)
agentare proneto deadlock;while this waspartially ad-
dressedin the RFC2616revision to HTTP/1.1, certain
failure casesremainin environmentsof mixed RFC2068
andRFC2616agents.Fourth, from our experienceswith
thesemodelswe were able to constructa set of reduc-
tion ruleswhich de�ne classesof arrangementsof agents
which areequivalentwith respectto thesafetyof their ex-
pect/continuebehavior. Theseresults,taken together, al-
low us to exhaustively characterizethe setof all possible
arrangementsof HTTPagents.

In principle,we have illustratedthevalueof a mechani-
cal veri�cation systemto enforceclari�cation upona stan-
dard document,shown its ability to quickly identifying
cornercasesfor a large numberof component-wiseand
system-wiseinteractionswhichmaybedif�cult to discover
or argueaboutby hand,andillustratedhow the resultsof
suchexperimentscanbe usedasgroundwork for arguing
aboutthebehaviorsof moregeneralarrangementsof com-

ponentsof arbitrarysize,resultsthelikesof which will be
of greatinterestto thedesignersandimplementorsof com-
positionaldistributedservicesandapplications,andto the
toolswe expectwill emergeto supporttheirwork.

Acknowledgements

The authorswish to thank the anonymousreviewers for
their thoughtfulandhelpful commentson this work.

SDG.

References

[1] T. Berners-Lee,R. Fielding,andH. Frystyk. Hyper-
text transferprotocol– HTTP/1.0,1996.RFC1945.

[2] Adam D. Bradley, Azer Bestavros, and Assaf J.
Kfoury. Safe compositionof web communication
protocolsfor extensibleedgeservices.TechnicalRe-
port BUCS-TR-2002-017,Boston University Com-
puterScience,2002.

[3] Adam D. Bradley, Assaf J. Kfoury, and Azer
Bestavros. Validatinginde�nitely largecommunica-
tion networkswith �nite modelchecking. Technical
Report(work in progress),BostonUniversity Com-
puterScience,2002.

[4] JamesC. Corbett, Matthew B. Dwyer, John Hat-
clif f, Shawn Laubach,Corina S. P�as�areanu,Robby,
andHongjunZheng.Bandera:Extracting�nite-state
modelsfrom Java sourcecode.In Proceedingsof the
22ndInternationalConferenceonSoftwareEngineer-
ing, June2000.

[5] R. Fielding, J. Gettys, J. Mogul, H. Frystyk, and
T. Berners-Lee. Hypertext transfer protocol –
HTTP/1.1(obsolete),1997.RFC2068.

[6] R. Fielding,J.Gettys,J. Mogul, H. Frystyk,L. Mas-
inter, P. Leach,andT. Berners-Lee.Hypertext transfer
protocol– HTTP/1.1,1999.RFC2616.

[7] K. HavelundandT. Pressburger. ModelcheckingJava
programsusingJavaPathFinder.Int. JournalonSoft-
ware Tools for Technology Transfer, 2(4):366–381,
April 2000.Also appeared4thSPINworkshop,Paris,
November, 1998.

[8] GerardJ. Holzmann. Designingbug-freeprotocols
with SPIN. Computer CommunicationsJournal,
pages97–105,March1997.

[9] GerardJ.Holzmann.ThemodelcheckerSPIN. IEEE
Transactionson Software Engineering, 23(5):1–17,
May 1997.



[10] Gerard J. Holzmann. From code to models. In
Proceedingsof the SecondInternationalConference
on Application of Concurrency to SystemDesign
(ACSD'01), 2001.

[11] GerardJ.HolzmannandMargaretH. Smith. A prac-
tical methodfor verifying event-drivensoftware. In
Proc. ICSE99, pages597–607,Los Angeles, CA,
May 1999.

[12] GerardJ.HolzmannandMargaretH. Smith.Software
modelchecking:Extractingveri�cation modelsfrom
sourcecode.In Proc.PSTV/FORTE99Publ.Kluwer,
pages481–497,Beijing China,October1999.

[13] BalachanderKrishnamurthyandMartin Arlitt. PRO-
COW: Protocol complianceon the web. Techni-
cal ReportHA1630000-990803-05TM, AT&T Labs-
Research,August3 1999.

[14] BalachanderKrishnamurthy, Jeffrey C. Mogul, and
David M. Kristol. Key differencesbetweenHTTP/1.0
andHTTP/1.1. In Proceedingsof the WWW-8 Con-
ference, Toronto,May 1999.

[15] BalachanderKrishnamurthyand Jennifer Rexford.
En passant:PredictingHTTP/1.1traf�c. In Proceed-
ingsof Global InternetSymposium, December1999.

[16] Nancy Lynch and Mark Tuttle. An introductionto
input/outputautomata.CWI-Quarterly, 2(3)(3):219–
246,September1989.

[17] Jeffrey Mogul. Is 100-Continuehop-by-hop?,July 7,
1997. HTTP-WGMailing List Archive,http://www-
old.ics.uci.edu/pub/ietf/http/hypermail/1997q3/.

[18] Jeffrey C. Mogul. Clarifying the fundamentalsof
HTTP. In WWW-2002, Honolulu,HI, May 2002.


